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7

Introduction

In 1998 police nationwide received reports from abortion clinics con-
cerning mysterious envelopes that had arrived in the mail. Clinic person-
nel notified authorities immediately when they found that the envelopes
contained stained pieces of paper bearing the message: “Anthrax. Have a
nice death.” Though terrified at first, the recipients of the envelopes
calmed when lab tests determined the letters showed no trace of anthrax,
a virulent disease that plagues livestock and can be equally fatal to hu-
mans. Authorities and clinic employees were convinced of a mass hoax,
but subsequent sightings of these envelopes still prompted emergency
phone calls. No one wanted to be the first victim of a “real” terrorist act.
Hazardous material (hazmat) teams responded to every call, costing cities
huge sums of money to address what was widely considered to be an
empty threat.

The new threat
Journalists T. Trent Gegax and Mark Hosenball, in their Newsweek article,
“The New Bomb Threat,” maintain, “The specter of bioterrorism forces
law-enforcement officials to take such nonsense very seriously.” Bioter-
rorism is the popularized term for terrorist attacks using weapons of a bi-
ological nature, typically disease-causing pathogens that can spread eas-
ily throughout a concentrated population. The desire of perpetrators may
be to disable the victims or kill them outright. The fear associated with
these types of weapons is that a large population can be infected by doses
small enough (a few spores, perhaps) that they could be easily concealed.
Furthermore, many people believe that since the germs are common,
they could be obtained or even grown with little technical expertise or
equipment. Some experts, however, disagree. Gegax and Hosenball note
that “Though anthrax is deadly, it isn’t easy to transform the spores into
a usable weapon.” Still, the possibility exists, and the public, its fears fu-
eled in part by popular novels that portray the horrifying potential of
such terrorist acts, feels vulnerable.

The fear, of course, is not only a byproduct of science fiction scenar-
ios. In 1995 the Aum Shinrikyo cult in Japan released sarin nerve gas in a
Tokyo subway, killing twelve people and contaminating thousands more.
Like biological agents, sarin gas is relatively easy to manufacture and con-
ceal, making it an ideal weapon for terrorists. The nerve gas was carried
on board the subway in plastic bags. With the possibility that chemical or
biological weapons could be transported or delivered anywhere, the fear
of vulnerability may be justified.

Coupled with the fear of clandestine manufacture and movement of
chemical or biological agents is a growing apprehension of terrorists’
enigmatic motivations. Traditionally, terrorist groups shun mass killings
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8 At Issue

because the backlash may cast a negative light on their political cause.
But many of today’s terrorist groups like the Aum Shinrikyo may be act-
ing without a political agenda. The Aum Shinrikyo, for example, were re-
ligious fanatics apparently acting out part of a larger doomsday plot;
other groups may simply want the celebrity of media attention that re-
sults from such attacks. As Ron Purver, a strategic analyst for the Cana-
dian Security Intelligence Service, argues, “What makes these groups es-
pecially dangerous is that they may not be constrained by some of the
political disincentives—fear of alienating potential supporters or of un-
leashing massive government retribution, etc.—that may have operated
in the past in the case of more traditional terrorist groups.”

Exaggerated fears?
Once the sarin gas attack was public knowledge, some officials predicted
that the floodgates had been opened and that other copycat attacks
would take place. No such attacks have yet materialized, however. And
analysts who believe the fear of chemical and biological terrorist attacks
is exaggerated point out that few attacks involving these weapons have
ever been attempted and, of the significant attempts, most have been
thwarted by authorities. In fact, the most infamous terrorist attack in re-
cent decades was the bombing of the Murrah Federal Building in Okla-
homa City and that involved a traditional explosive device. Marie Isabelle
Chevrier, a member of the Federation of American Scientists Working
Group on Biological and Toxin Weapons Verification, asserts the “hope-
ful” prophecy that the Oklahoma City bombing “demonstrates how ef-
fective, and visually riveting, relatively simple explosive devices can be.
Perhaps one of the unintended but nevertheless welcome consequences
of that bombing is that terrorists need not turn to C/B [chemical/biolog-
ical] weapons to command the public’s undivided attention or to produce
high casualties.”

The irony of Chevrier’s conclusion is certainly not humorous. Those
who refute the doomsayers argue that the reasons for not using chemical
and biological weapons are so strong that most terrorist groups would re-
frain. To these individuals, the disincentives that Ron Purver calls out-
dated—fear of alienating supporters or attracting government retribu-
tion—are in fact still holding terrorist groups in check. Moreover,
evidence shows that the groups who have tried to implement chemical or
biological agents have either failed to carry out the threat or—in the case
of the successful poisonings—failed to produce mass death.

The fear, however, remains. The deadly potential of a nuclear device
carried in a rocket payload has been shrunk to a biological weapon that
some alarmists claim could fit in a pocket. In the case of a biological or
chemical attack, no radar or early warning device could foretell of the
coming doom, and it is that unpredictability that worries government of-
ficials and ordinary citizens alike. Millions of dollars are now funding
measures to deter, detect, and respond to chemical and biological
weapons threats in the United States. Both sides of the bioterrorism de-
bate are forced to concede that only time will tell if it is money well spent.
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11
Biological Weapons 
Are a Serious Threat

Richard K. Betts

Richard K. Betts is the Director of National Security Studies at the
Council on Foreign Relations, and he is a professor of political science
and Director of the Institute for War and Peace Studies at Columbia
University.

Although the potential for nuclear annihilation has been reduced
with the end of the Cold War, America still faces attacks by
weapons of mass destruction. Since the United States now has a
military edge over its old enemies, the concern for nuclear deter-
rence should take a back seat to providing protection against small
terrorist attacks involving biological weapons. Biological weapons
have a catastrophic killing potential and they are easy to make
and conceal. American defensive measures, however, still labor
under the assumed threats of the Cold War era and are inadequate
in dealing with attacks involving biological agents. If the United
States is determined to remain strong in a world where biological
weapons are a viable option to domestic and foreign terrorists,
then the government will have to rethink both its strategies con-
cerning civil defense and its role in foreign affairs.

During the Cold War, weapons of mass destruction were the center-
piece of foreign policy. Nuclear arms hovered in the background of

every major issue in East-West competition and alliance relations. The
highest priorities of U.S. policy could almost all be linked in some way to
the danger of World War III and the fear of millions of casualties in the
American homeland.

Since the Cold War, other matters have displaced strategic concerns
on the foreign policy agenda, and that agenda itself is now barely on the
public’s radar screen. Apart from defense policy professionals, few Amer-
icans still lose sleep over weapons of mass destruction (WMD). After all,
what do normal people feel is the main relief provided by the end of the
Cold War? It is that the danger of nuclear war is off their backs.

Reprinted from “The New Threat of Mass Destruction,” by Richard K. Betts, Foreign Affairs,
January/February 1998, vol. 77, no. 1. Copyright ©1998 by the Council on Foreign Relations, Inc.
Reprinted by permission of Foreign Affairs.
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New worries
Yet today, WMD present more and different things to worry about than
during the Cold War. For one, nuclear arms are no longer the only con-
cern, as chemical and biological weapons have come to the fore. For an-
other, there is less danger of complete annihilation, but more danger of
mass destruction. Since the Cold War is over and American and Russian
nuclear inventories are much smaller, there is less chance of an apoca-
lyptic exchange of many thousands of weapons. But the probability that
some smaller number of WMD will be used is growing. Many of the stan-
dard strategies and ideas for coping with WMD threats are no longer as
relevant as they were when Moscow was the main adversary. But new
thinking has not yet congealed in as clear a form as the Cold War con-
cepts of nuclear deterrence theory.

The new dangers have not been ignored inside the Beltway. “Coun-
terproliferation” has become a cottage industry in the Pentagon and the
intelligence community, and many worthwhile initiatives to cope with
threats are under way. Some of the most important implications of the
new era, however, have not yet registered on the public agenda. This in
turn limits the inclination of politicians to push some appropriate pro-
grams. Even the defense establishment has directed its attention mainly
toward countering threats WMD pose to U.S. military forces operating
abroad rather than to the more worrisome danger that mass destruction
will occur in the United States, killing large numbers of civilians.

The points to keep in mind about the new world of mass destruction
are the following. First, the roles such weapons play in international con-
flict are changing. They no longer represent the technological frontier of
warfare. Increasingly, they will be weapons of the weak-states or groups
that militarily are at best second-class. The importance of the different
types among them has also shifted. Biological weapons should now be
the most serious concern, with nuclear weapons second and chemicals a
distant third.

Today . . . there is less danger of complete
annihilation, but more danger of mass destruction.

Second, the mainstays of Cold War security policy—deterrence and
arms control—are not what they used to be. Some new threats may not
be deterrable, and the role of arms control in dealing with WMD has been
marginalized. In a few instances, continuing devotion to deterrence and
arms control may have side effects that offset the benefits.

Third, some of the responses most likely to cope with the threats in
novel ways will not find a warm welcome. The response that should now
be the highest priority is one long ignored, opposed, or ridiculed: a seri-
ous civil defense program to blunt the effects of WMD if they are un-
leashed within the United States. Some of the most effective measures to
prevent attacks within the United States may also challenge traditional
civil liberties if pursued to the maximum. And the most troubling con-
clusion for foreign policy as a whole is that reducing the odds of attacks
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in the United States might require pulling back from involvement in
some foreign conflicts. American activism to guarantee international sta-
bility is, paradoxically, the prime source of American vulnerability.

This was partly true in the Cold War, when the main danger that nu-
clear weapons might detonate on U.S. soil sprang from strategic engage-
ment in Europe, Asia, and the Middle East to deter attacks on U.S. allies.
But engagement then assumed a direct link between regional stability and
U.S. survival. The connection is less evident today, when there is no glob-
ally threatening superpower or transnational ideology to be contained—
only an array of serious but entirely local disruptions. Today, as the only
nation acting to police areas outside its own region, the United States
makes itself a target for states or groups whose aspirations are frustrated
by U.S. power.

From modern to primitive
When nuclear weapons were born, they represented the most advanced
military applications of science, technology, and engineering. None but
the great powers could hope to obtain them. By now, however, nuclear
arms have been around for more than half a century, and chemical and
biological weapons even longer. They are not just getting old. In the
strategic terms most relevant to American security, they have become
primitive. Once the military cutting edge of the strong, they have become
the only hope for so-called rogue states or terrorists who want to contest
American power. Why? Because the United States has developed over-
whelming superiority in conventional military force—something it never
thought it had against the Soviet Union.

The Persian Gulf War of 1991 demonstrated the American advantage
in a manner that stunned many abroad. Although the U.S. defense bud-
get has plunged, other countries are not closing the gap. U.S. military
spending remains more than triple that of any potentially hostile power
and higher than the combined defense budgets of Russia, China, Iran,
Iraq, North Korea, and Cuba.

More to the point, there is no evidence that those countries’ level of
military professionalism is rising at a rate that would make them com-
petitive even if they were to spend far more on their forces. Rolling along
in what some see as a revolution in military affairs, American forces con-
tinue to make unmatched use of state-of-the-art weapons, surveillance
and information systems, and the organizational and doctrinal flexibility
for managing the integration of these complex innovations into “systems
of systems” that is the key to modern military effectiveness. More than
ever in military history, brains are brawn. Even if hostile countries some-
how catch up in an arms race, their military organizations and cultures
are unlikely to catch up in the competence race for management, tech-
nology assimilation, and combat command skills.

If it is infeasible for hostile states to counter the United States in con-
ventional combat, it is even more daunting for smaller groups such as ter-
rorists. If the United States is lucky, the various violent groups with griev-
ances against the American government and society will continue to
think up schemes using conventional explosives. Few terrorist groups
have shown an interest in inflicting true mass destruction. Bombings or
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hostage seizures have generally threatened no more than a few hundred
lives. Let us hope that this limitation has been due to a powerful under-
lying reason, rather than a simple lack of capability, and that the few ex-
ceptions do not become more typical.

If the United States is lucky, the various violent
groups with grievances against the American
government and society will continue to think up
schemes using conventional explosives.

There is no sure reason to bet on such restraint. Indeed, some have
tried to use WMD, only to see them fizzle. The Japanese Aum Shinrikyo
cult released sarin nerve gas in Tokyo in 1995 but killed only a few
people, and some analysts believe that those who attacked the World
Trade Center in 1993 laced their bomb with cyanide, which burned up in
the explosion (this was not confirmed, but a large amount of cyanide was
found in the perpetrators’ possession). Eventually such a group will prove
less incompetent. If terrorists decide that they want to stun American pol-
icymakers by inflicting enormous damage, WMD become more attractive
at the same time that they are becoming more accessible.

Finally, unchallenged military superiority has shifted the attention of
the U.S. military establishment away from WMD. During the Cold War,
nuclear weapons were the bedrock of American war capabilities. They
were the linchpin of defense debate, procurement programs, and arms
control because the United States faced another superpower—one that
conventional wisdom feared could best it in conventional warfare. Today,
no one cares about the MX missile or B-1 bomber, and hardly anyone
really cares about the Strategic Arms Reduction Treaty. In a manner that
could only have seemed ludicrous during the Cold War, proponents now
rationalize the $2 billion B-2 as a weapon for conventional war. Hardly
anyone in the Pentagon is still interested in how the United States could
use WMD for its own strategic purposes.

What military planners are interested in is how to keep adversaries
from using WMD as an “asymmetric” means to counter U.S. conventional
power, and how to protect U.S. ground and naval forces abroad from
WMD attacks. This concern is all well and good, but it abets a drift of at-
tention away from the main danger. The primary risk is not that enemies
might lob some nuclear or chemical weapons at U.S. armored battalions or
ships, awful as that would be. Rather, it is that they might attempt to pun-
ish the United States by triggering catastrophes in American cities.

Emphasis on chemical weapons is wrongheaded
Until the past decade, the issue was nuclear arms, period. Chemical
weapons received some attention from specialists, but never made the
priority list of presidents and cabinets. Biological weapons were almost
forgotten after they were banned by the 1972 Biological Weapons Con-
vention. Chemical and biological arms have received more attention in
the 1990s. The issues posed by the trio lumped under the umbrella of
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mass destruction differ, however. Most significantly, biological weapons
have received less attention than the others but probably represent the
greatest danger.

Chemical weapons have been noticed more in the past decade, espe-
cially since they were used by Iraq against Iranian troops in the 1980–88
Iran-Iraq War and against Kurdish civilians in 1988. Chemicals are far
more widely available than nuclear weapons because the technology re-
quired to produce them is far simpler, and large numbers of countries
have undertaken chemical weapons programs. But chemical weapons are
not really in the same class as other weapons of mass destruction, in the
sense of ability to inflict a huge number of civilian casualties in a single
strike. For the tens of thousands of fatalities as in, say, the biggest strate-
gic bombing raids of World War II, it would be very difficult logistically
and operationally to deliver chemical weapons in necessary quantities
over wide areas.

Nevertheless, much attention and effort have been lavished on a
campaign to eradicate chemical weapons. This may be a good thing, but
the side effects are not entirely benign. For one, banning chemicals
means that for deterrence, nuclear weapons become even more important
than they used to be. That is because a treaty cannot assuredly prevent
hostile nations from deploying chemical weapons, while the United
States has forsworn the option to retaliate in kind.

Biological weapons have received less attention than
[other weapons of mass destruction] but probably
represent the greatest danger.

In the past, the United States had a no-first-use policy for chemical
weapons but reserved the right to strike back with them if an enemy used
them first. The 1993 Chemical Weapons Convention (CWC), which en-
tered into force last April [1997], requires the United States to destroy its
stockpile, thus ending this option. The United States did the same with
biological arms long ago, during the Nixon administration. Eliminating
its own chemical and biological weapons practically precludes a no-first-
use policy for nuclear weapons, since they become the only WMD avail-
able for retaliation.

Would the United States follow through and use nuclear weapons
against a country or group that had killed several thousand Americans
with deadly chemicals? It is hard to imagine breaking the post-Nagasaki
taboo in that situation. But schemes for conventional military retaliation
would not suffice without detracting from the force of American deter-
rent threats. There would be a risk for the United States in setting a prece-
dent that someone could use WMD against Americans without suffering
similar destruction in return. Limiting the range of deterrent alternatives
available to U.S. strategy will not necessarily cause deterrence to fail, but
it will certainly not strengthen it.

The ostensible benefit of the CWC is that it will make chemical arms
harder to acquire and every bit as illegal and stigmatized as biological
weapons have been for a quarter-century. If it has that benefit, what ef-
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fect will the ban have on the choices of countries or groups who want
some kind of WMD in any case, whether for purposes of deterrence, ag-
gression, or revenge? At the margin, the ban will reduce the disincentives
to acquiring biological weapons, since they will be no less illegal, no
harder to obtain or conceal, and far more damaging than chemical
weapons. If major reductions in the chemical threat produce even minor
increases in the biological threat, it will be a bad trade.

If major reductions in the chemical threat produce
even minor increases in the biological threat, it will
be a bad trade.

One simple fact should worry Americans more about biological than
about nuclear or chemical arms: unlike either of the other two, biological
weapons combine maximum destructiveness and easy availability. Nu-
clear arms have great killing capacity but are hard to get; chemical
weapons are easy to get but lack such killing capacity; biological agents
have both qualities. A 1993 study by the Office of Technology Assessment
concluded that a single airplane delivering 100 kilograms of anthrax
spores—a dormant phase of a bacillus that multiplies rapidly in the body,
producing toxins and rapid hemorrhaging—by aerosol on a clear, calm
night over the Washington, D.C., area could kill between one million and
three million people, 300 times as many fatalities as if the plane had de-
livered sarin gas in amounts ten times larger.

Like chemical weapons but unlike nuclear weapons, biologicals are
relatively easy to make. Innovations in biotechnology have obviated
many of the old problems in handling and preserving biological agents,
and many have been freely available for scientific research. Nuclear
weapons are not likely to be the WMD of choice for non-state terrorist
groups. They require huge investments and targetable infrastructure, and
are subject to credible threats by the United States. An aggrieved group
that decides it wants to kill huge numbers of Americans will find the mis-
sion easier to accomplish with anthrax than with a nuclear explosion.

Inside the Pentagon, concern about biological weapons has picked up
tremendously in the past couple of years, but there is little serious atten-
tion to the problem elsewhere. This could be a good thing if nothing
much can be done, since publicity might only give enemies ideas. But it
is a bad thing if it impedes efforts to take steps—such as civil defense—
that could blunt nuclear, chemical, or biological attacks.

Deterrence and arms control in decline
An old vocabulary still dominates policy discussion of WMD. Rhetoric in
the defense establishment falls back on the all-purpose strategic buzzword
of the Cold War: deterrence. But deterrence now covers fewer of the
threats the United States faces than it did during the Cold War.

The logic of deterrence is clearest when the issue is preventing un-
provoked and unambiguous aggression, when the aggressor recognizes
that it is the aggressor rather than the defender. Deterrence is less reliable
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when both sides in a conflict see each other as the aggressor. When the
United States intervenes in messy Third World conflicts, the latter is of-
ten true. In such cases, the side that the United States wants to deter may
see itself as trying to deter the United States. Such situations are ripe for
miscalculation.

For the country that used to be the object of U.S. deterrence—Rus-
sia—the strategic burden has been reversed. Based on assumptions of So-
viet conventional military superiority, U.S. strategy used to rely on the
threat to escalate—to be the first to use nuclear weapons during a war—
to deter attack by Soviet armored divisions. Today the tables have turned.
There is no Warsaw Pact, Russia has half or less of the military potential
of the Soviet Union, and its current conventional forces are in disarray,
while NATO is expanding eastward. It is now Moscow that has the in-
centive to compensate for conventional weakness by placing heavier re-
liance on nuclear capabilities. The Russians adopted a nuclear no-first-use
policy in the early 1980s, but renounced it after their precipitous post–
Cold War decline.

Today Russia needs to be reassured, not deterred. The main danger
from Russian WMD is leakage from vast stockpiles to anti-American
groups elsewhere—the “loose nukes” problem. So long as the United
States has no intention of attacking the Russians, their greater reliance on
nuclear forces is not a problem. If the United States has an interest in re-
ducing nuclear stockpiles, however, it is. The traditional American ap-
proach—thinking in terms of its own deterrence strategies—provides no
guidance. Indeed, noises some Americans still make about deterring the
Russians compound the problem by reinforcing Moscow’s alarm.

The main danger from Russian WMD is leakage
from vast stockpiles to anti-American groups
elsewhere.

Similarly, U.S. conventional military superiority gives China an in-
centive to consider more reliance on an escalation strategy. The Chinese
have a long-standing no-first-use policy but adopted it when their strate-
gic doctrine was that of “people’s war,” which relied on mass mobiliza-
tion and low-tech weaponry. Faith in that doctrine was severely shaken
by the American performance in the Persian Gulf War. Again, the United
States might assume that there is no problem as long as Beijing only
wants to deter and the United States does not want to attack. But how do
these assumptions relate to the prospect of a war over Taiwan? That is a
conflict that no one wants but that can hardly be ruled out in light of
evolving tensions. If the United States decides openly to deter Beijing
from attacking Taiwan, the old lore from the Cold War may be relevant.
But if Washington continues to leave policy ambiguous, who will know
who is deterring whom? Ambiguity is a recipe for confusion and miscal-
culation in a time of crisis. For all the upsurge of attention in the national
security establishment to the prospect of conflict with China, there has
been remarkably little discussion of the role of nuclear weapons in a Sino-
American collision.

Biological Weapons Are a Serious Threat 15
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The main problem for deterrence, however, is that it still relies on the
corpus of theory that undergirded Cold War policy, dominated by re-
liance on the threat of second-strike retaliation. But retaliation requires
knowledge of who has launched an attack and the address at which they
reside. These requirements are not a problem when the threat comes from
a government, but they are if the enemy is anonymous. Today some
groups may wish to punish the United States without taking credit for the
action—a mass killing equivalent to the 1988 bombing of Pan Am Flight
103 over Lockerbie, Scotland. Moreover, the options the defense estab-
lishment favors have shifted over entirely from deterrence to preemption.
The majority of those who dealt with nuclear weapons policy during the
Cold War adamantly opposed developing first-strike options. Today,
scarcely anyone looks to that old logic when thinking about rogues or ter-
rorists, and most hope to be able to mount a disarming action against any
group with WMD.

Overall . . . the problem with arms control is not
that it does too much but that it now does relatively
little.

Finally, eliminating chemical weapons trims some options for deter-
rence. Arms control restrictions on the instruments that can be used for
deterrent threats are not necessarily the wrong policy, but they do work
against maximizing deterrence. Overall, however, the problem with arms
control is not that it does too much but that it now does relatively little.

From the Limited Test Ban negotiations in the 1960s through the
Strategic Arms Limitation Talks, Strategic Arms Reduction [Treaty], and
Intermediate-range Nuclear Forces negotiations in the 1970s and 1980s,
arms control treaties were central to managing WMD threats. Debates
about whether particular agreements with Moscow were in the United
States’ interest were bitter because everyone believed that the results mat-
tered. Today there is no consensus that treaties regulating armaments
matter much. Among national security experts, the corps that pays close
attention to START and Conventional Forces in Europe negotiations has
shrunk. With the exception of the Chemical Weapons Convention, ef-
forts to control WMD by treaty have become small potatoes. The biggest
recent news in arms control has not been any negotiation to regulate
WMD, but a campaign to ban land mines.

The United States’ Cold War partner in arms control, Russia, has dis-
armed a great deal voluntarily. But despite standard rhetoric, the United
States has not placed a high priority on convincing Moscow to divest it-
self of more of its nuclear weapons; the Clinton administration has cho-
sen to promote NATO expansion, which pushes the Russians in the op-
posite direction.

The 1968 Nuclear Nonproliferation Treaty [NPT] remains a hallowed
institution, but it has nowhere new to go. It will not convert the problem
countries that want to obtain WMD—unless, like Iraq and North Korea in
the 1980s, they sign and accept the legal obligation and then simply
cheat. The NPT regime will continue to impede access to fissile materials
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on the open market, but it will not do so in novel or more effective ways.
And it does not address the problem of Russian “loose nukes” any better
than the Russian and American governments do on their own.

Civil defense
Despite all the new limitations, deterrence remains an important aspect
of strategy. There is not much the United States needs to do to keep up
its deterrence capability, however, given the thousands of nuclear
weapons and the conventional military superiority it has. Where capabil-
ities are grossly underdeveloped, however, is the area of responses for cop-
ing should deterrence fail.

Enthusiasts for defensive capability, mostly proponents of the Strategic
Defense Initiative [SDI] from the Reagan years, remain fixated on the least
relevant form of it: high-tech active defenses to intercept ballistic missiles.
There is still scant interest in what should now be the first priority: civil de-
fense preparations to cope with uses of WMD within the United States. Ac-
tive defenses against missiles would be expensive investments that might
or might not work against a threat the United States probably will not face
for years, but would do nothing against the threat it already faces. Civil de-
fense measures are extremely cheap and could prove far more effective than
they would have against a large-scale Soviet attack.

During the Cold War, debate about antimissile defense concerned
whether it was technologically feasible or cost-effective and whether it
would threaten the Soviets and ignite a spiraling arms race between of-
fensive and defensive weapons. One need not refight the battles over SDI
to see that the relevance to current WMD threats is tenuous. Iraq, Iran, or
North Korea will not be able to deploy intercontinental missiles for years.
Nor, if they are strategically cunning, should they want to. For the lim-
ited number of nuclear warheads these countries are likely to have, and
especially for biological weapons, other means of delivery are more easily
available. Alternatives to ballistic missiles include aircraft, ship-launched
cruise missiles, and unconventional means, such as smuggling, at which
the intelligence agencies of these countries have excelled. Non-state per-
petrators like those who bombed the World Trade Center will choose
clandestine means of necessity.

If a larger part of the worry about WMD these days
is about their use by terrorist states or groups, the
odds are higher that sometime, somewhere in the
country, some of these weapons will go off, despite
the best efforts to stop them.

A ballistic missile defense system, whether it costs more or less than
the $60 billion the Congressional Budget Office recently estimated would
be required for one limited option, will not counter these modes of at-
tack. Indeed, if a larger part of the worry about WMD these days is about
their use by terrorist states or groups, the odds are higher that sometime,
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somewhere in the country, some of these weapons will go off, despite the
best efforts to stop them. If that happens, the United States should have
in place whatever measures can mitigate the consequences.

By the later phases of the Cold War it was hard to get people inter-
ested in civil defense against an all-out Soviet attack that could detonate
thousands of high-yield nuclear weapons in U.S. population centers. To
many, the lives that would have been saved seemed less salient than the
many millions that would still have been lost. It should be easier to see
the value of civil defense, however, in the context of more limited at-
tacks, perhaps with only a few low-yield weapons. A host of minor mea-
sures can increase protection or recovery from biological, nuclear, or
chemical effects. Examples are stockpiling or distribution of protective
masks; equipment and training for decontamination; standby programs
for mass vaccinations and emergency treatment with antibiotics; wider
and deeper planning of emergency response procedures; and public edu-
cation about hasty sheltering and emergency actions to reduce individual
vulnerability.

Both then and now, there has been a powerful
reason that civil defense efforts have been
unpopular: they alarm people. They remind them
that their vulnerability to mass destruction is not a
bad dream.

Such programs would not make absorbing a WMD attack tolerable.
But inadequacy is no excuse for neglecting actions that could reduce
death and suffering, even if the difference in casualties is small. Civil de-
fenses are especially worthwhile considering that they are extraordinarily
cheap compared with regular military programs or active defense systems.
Yet until recently, only half a billion dollars—less than two-tenths of one
percent of the defense budget and less than $2 a head for every Ameri-
can—went to chemical and biological defense, while nearly $4 billion was
spent annually on ballistic missile defense. Why haven’t policymakers at-
tended to first things first—cheap programs that can cushion the effects
of a disaster—before undertaking expensive programs that provide no as-
surance they will be able to prevent it?

One problem is conceptual inertia. The Cold War accustomed strate-
gists to worrying about an enemy with thousands of WMD, rather than
foes with a handful. For decades the question of strategic defense was also
posed as a debate between those who saw no alternative to relying on de-
terrence and those who hoped that an astrodome over the United States
could replace deterrence with invulnerability. None of these hoary fixa-
tions address the most probable WMD threats in the post–Cold War world.

Opposition to Cold War civil defense programs underlies psycholog-
ical aversion to them now. Opponents used to argue that civil defense
was a dangerous illusion because it could do nothing significant to reduce
the horror of an attack that would obliterate hundreds of cities, because
it would promote a false sense of security, and because it could even be
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destabilizing and provoke attack in a crisis. Whether or not such argu-
ments were valid then, they are not now. But both then and now, there
has been a powerful reason that civil defense efforts have been unpopu-
lar: they alarm people. They remind them that their vulnerability to mass
destruction is not a bad dream, not something that strategic schemes for
deterrence, preemption, or interception are sure to solve.

Playing Globocop feeds the urge of aggrieved groups
to strike back.

Civil defense can limit damage but not minimize it. For example,
some opponents may be able to develop biological agents that circum-
vent available vaccines and antibiotics. (Those with marginal technical
capabilities, however, might be stopped by blocking the easier options.)
Which is worse—the limitations of defenses, or having to answer for fail-
ure to try? The moment that WMD are used somewhere in a manner that
produces tens of thousands of fatalities, there will be hysterical outbursts
of all sorts. One of them will surely be, “Why didn’t the government pre-
pare us for this?” It is not in the long-term interest of political leaders to
indulge popular aversion. If public resistance under current circum-
stances prevents widespread distribution, stockpiling, and instruction in
the use of defensive equipment or medical services, the least that should
be done is to optimize plans and preparations to rapidly implement such
activities when the first crisis ignites demand.

As threats of terrorism using WMD are taken more seriously, interest
will grow in preemptive defense measures—the most obvious of which is
intensified intelligence collection. Where this involves targeting groups
within the United States that might seem to be potential breeding
grounds for terrorists (for example, supporters of Palestinian militants,
home-grown militias or cults, or radicals with ties to Iran, Iraq, or Libya),
controversies will arise over constitutional limits on invasion of privacy
or search and seizure. So long as the WMD danger remains hypothetical,
such controversies will not be easily resolved. They have not come to the
fore so far because U.S. law enforcement has been unbelievably lucky in
apprehending terrorists. The group arrested in 1993 for planning to bomb
the Lincoln Tunnel happened to be infiltrated by an informer, and Tim-
othy McVeigh happened to be picked up in 1995 for driving without a li-
cense plate. Those who fear compromising civil liberties with permissive
standards for government snooping should consider what is likely to hap-
pen once such luck runs out and it proves impossible to identify perpe-
trators. Suppose a secretive radical Islamic group launches a biological at-
tack, kills 100,000 people, and announces that it will do the same thing
again if its terms are not met. (The probability of such a scenario may not
be high, but it can no longer be consigned to science fiction.) In that case,
it is hardly unthinkable that a panicked legal system would roll over and
treat Arab-Americans as it did the Japanese-Americans who were herded
into concentration camps after Pearl Harbor. Stretching limits on domes-
tic surveillance to reduce the chances of facing such choices could be the
lesser evil.
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Is isolationism the best defense?
No programs aimed at controlling adversaries’ capabilities can eliminate
the dangers. One risk is that in the more fluid politics of the post–Cold
War world, the United States could stumble into an unanticipated crisis
with Russia or China. There are no well-established rules of the game to
brake a spiraling conflict over the Baltic states or Taiwan, as there were in
the superpower competition after the Cuban missile crisis. The second
danger is that some angry group that blames the United States for its
problems may decide to coerce Americans, or simply exact vengeance, by
inflicting devastation on them where they live.

If steps to deal with the problem in terms of capabilities are limited,
can anything be done to address intentions—the incentives of any for-
eign power or group to lash out at the United States? There are few an-
swers to this question that do not compromise the fundamental strategic
activism and internationalist thrust of U.S. foreign policy over the past
half-century. That is because the best way to keep people from believing
that the United States is responsible for their problems is to avoid in-
volvement in their conflicts.

Ever since the Munich agreement [a failed attempt to limit Adolf
Hitler’s expansionist policy] and Pearl Harbor, with only a brief interrup-
tion during the decade after the Tet offensive [during Vietnam], there has
been a consensus that if Americans did not draw their defense perimeter
far forward and confront foreign troubles in their early stages, those trou-
bles would come to them at home. But because the United States is now
the only superpower and weapons of mass destruction have become more
accessible, American intervention in troubled areas is not so much a way
to fend off such threats as it is what stirs them up.

Will U.S. involvement in unstable situations around the former
U.S.S.R. head off conflict with Moscow or generate it? Will making NATO
bigger and moving it to Russia’s doorstep deter Russian pressure on
Ukraine and the Baltics or provoke it? With Russia and China, there is less
chance that either will set out to conquer Europe or Asia than that they
will try to restore old sovereignties and security zones by reincorporating
new states of the former Soviet Union or the province of Taiwan. None of
this means that NATO expansion or support for Taiwan’s autonomy will
cause nuclear war. It does mean that to whatever extent American ac-
tivism increases those countries’ incentives to rely on WMD while inten-
sifying political friction between them and Washington, it is counterpro-
ductive.

The other main danger is the ire of smaller states or religious and cul-
tural groups that see the United States as an evil force blocking their le-
gitimate aspirations. It is hardly likely that Middle Eastern radicals would
be hatching schemes like the destruction of the World Trade Center if the
United States had not been identified for so long as the mainstay of Israel,
the shah of Iran, and conservative Arab regimes and the source of a cul-
tural assault on Islam. Cold War triumph magnified the problem. U.S.
military and cultural hegemony—the basic threats to radicals seeking to
challenge the status quo—are directly linked to the imputation of Amer-
ican responsibility for maintaining world order. Playing Globocop feeds
the urge of aggrieved groups to strike back.
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Is this a brief for isolationism? No. It is too late to turn off foreign re-
sentments by retreating, even if that were an acceptable course. Alienated
groups and governments would not stop blaming Washington for their
problems. In addition, there is more to foreign policy than dampening in-
centives to hurt the United States. It is not automatically sensible to stop
pursuing other interests for the sake of uncertain reductions in a threat of
uncertain probability. Security is not all of a piece, and survival is only
part of security.

But it is no longer prudent to assume that important security interests
complement each other as they did during the Cold War. The interest at
the very core—protecting the American homeland from attack—may now
often be in conflict with security more broadly conceived and with the in-
terests that mandate promoting American political values, economic in-
terdependence, social Westernization, and stability in regions beyond
Western Europe and the Americas. The United States should not give up
all its broader political interests, but it should tread cautiously in areas—
especially the Middle East—where broader interests grate against the core
imperative of preventing mass destruction within America’s borders.
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22
Is the Fear of Biological 

Terrorism Justified?
Peter Pringle

Peter Pringle is a journalist who has worked for the London Sunday
Times and the Independent. He is also the author of Cornered: Big
Tobacco at the Bar of Justice, an account of the major lawsuit settle-
ments against U.S. tobacco companies in 1997.

Biological terrorist threats are multiplying even though few inci-
dents of such terrorism have actually been carried out. The
threats, however, are being taken seriously, especially in the
United States where media fascination with new weapons of mass
destruction has fueled a growing fear for public safety. The fear,
however, is unjustified for two prominent reasons: the scenarios
described in such media hype are so fantastic that experts claim
they could not occur, and there is no precedent for any acts of
mass biological terrorism in the many decades in which these
weapons have been available. Indeed, the behavior of most ter-
rorist groups is known to authorities, and any planned biological
attack would be identified well in advance of execution.

Case one: on Christmas Eve last year [1998], 200 people were doing
their last-minute shopping at a department store in Palm Desert, Cal-

ifornia, when police surrounded the building and herded everyone into a
parking lot, ordering them to remove their clothes before hosing them
down with a bleach solution. An anonymous caller to 911 had claimed
that spores of the deadly anthrax bacteria had been released into the air
in the store. After carrying out tests, the police concluded that the call
was a hoax and the shoppers were allowed home. Two: on Boxing Day,
800 young people were partying at the Glass House Club, a dance hall in
Pomona, near Los Angeles, when police burst in. No one was allowed to
leave the building. Another 911 caller had warned of anthrax spores in
the air-conditioning system. For four hours the police searched for evi-
dence of the bacteria. This call, too, was found to be a hoax. Three: a week
later, students and staff at a high school in Anaheim, California, were

Reprinted from “Infected by Fear,” by Peter Pringle, The Independent, January 31, 1999. Reprinted
with permission from the author.
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placed in quarantine for three hours while police dealt with another
(false) anthrax alert. Four: on 14 January [1999], a public library in Ore-
gon was closed after yet another. Five: two 14-year-old boys from Indiana
were suspended from their school after plotting to send their teacher an
envelope containing dried cinnamon, which they claimed in the accom-
panying note was anthrax spores. They had hatched the plan in an at-
tempt to escape a test.

Rampant hoaxes
Anthrax has become a fad in America. The incidents described are not iso-
lated: hoax calls about deadly biological agents—usually anthrax—are be-
ing made all over the country. Last year, there were about 50 anthrax
hoaxes, and the rate is increasing. So far, only one suspect has been ar-
rested. He is a 53-year-old accountant who was accused of trying to delay
his appearance at a bankruptcy hearing by calling the courthouse and
claiming that anthrax had been released into the air-conditioning system.

Threats such as these often result in the federal disaster teams known
as HAZMATs (for hazardous materials) being sent running for their shiny
protective suits and gas masks. The hoaxes are not only disruptive, they
are extremely expensive. Testing the air and decontaminating buildings
and people can cost as much as half a million dollars per hoax.

Police and public health officials claim to be so confounded by the
hoaxes that they hark back to the good old days when the worst they had
to deal with was a straightforward bomb scare. “Anthrax has really taken
off nationwide,” says an FBI spokesman, John Hoos. “We don’t know
why, but it’s one of those sexy terms of the Nineties.” Another FBI agent
sighs, “I think we’re dealing with nuts out there who are watching too
much of The X Files.” In fact, the origins of this epidemic, if it can be
termed such, are easy to trace. If cranks and cultists are using anthrax as a
terror hoax, it’s because they’ve been told by the media that it’s the great-
est threat to American security since Soviet nuclear missiles. After the Gulf
War in 1990, at which time most Americans probably thought it was a
brand of bathroom cleaner, anthrax was blasted as the poor man’s
weapon of mass destruction. Alarmists have suggested that it would be
ideal for use by mad cultists/international terrorists/rogue dictators (delete
as appropriate). Beached by the end of the Cold War, planners in the Pen-
tagon and military think-tanks sniffed around for potential new threats:
in the annals of threat politics, international terrorism has an enduring
ring to it. The media, too, cast about for bogeymen and found the former
Soviet Union’s rusting biological weapons labs and penniless scientists,
whom it judged potential aiders and abetters to the new bioterrorists.

Easily transported; unpleasant symptoms leading to certain death;
tiny quantities sufficient to wipe out entire cities: the sicko—or screen-
writer—appeal of biological weapons was obvious. The public has been
bombarded with horrific descriptions of what these agents do to you. An-
thrax spores, found naturally in diseased sheep and cattle, can live for
years in the soil, and can be transmitted on the wind or by skin contact.
Victims develop a high fever and large sores before suffocating to death.

Such gruesome detail lends itself to fiction, and Americans have been
treated to an onslaught of novels and television shows featuring futuristic
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biogenetically engineered microbes that have the potential to destroy all life
on the planet. One example is The Cobra Event, a novel by Richard Preston
about a germ attack on Manhattan involving a mixture of smallpox and
cold viruses. Evidently, it was when President Clinton read this book that
he started to push for the stockpiling of vaccines against germ weapons.

Each time Saddam Hussein (whose scientists, it has emerged, received
at least one of their original sources of anthrax from an American biolog-
ical repository in Maryland) refuses to allow UN inspectors to view his ar-
senal, anthrax is once again all over the news, and fears are fuelled. The
politicians, too, have been doing their fair share of scaremongering: dur-
ing one of the recent Iraq crises, Bill Cohen, the Secretary of Defense, ap-
peared on television holding a bag of sugar and telling viewers that an
equivalent amount of anthrax could kill half the population of Washing-
ton, D.C. Under the threat of another war with Iraq, all 2.4 million Amer-
ican troops are being vaccinated against anthrax. In addition, a whole vo-
cabulary has now grown up around biological terrorism. Experts speak of
“bioweapons”, “biocriminals” and of our new, dangerous era of “post-
modern terrorism”. Anthrax in this lexicon is a WMD (Weapon of Mass
Destruction), and according to U.S. government officials it’s not a ques-
tion of if it will be used, but when.

Taking the threat seriously
So, hoaxers aside, America is taking the threat very seriously. The nation
is now spending $7 billion a year on defending itself against chemical, bi-
ological and nuclear terrorism. Any new government project to do with
terrorism goes directly to the top of the pile in Congress. The Pentagon has
ordered numerous devices for sniffing out nerve gases and deadly germs; a
Navy gadget, known as TagMan, can detect in half an hour whether a sam-
ple of liquid contains any of several known biological agents. National
Guard units, whose normal duties involve dealing with floods and hurri-
canes, are being retrained as HAZMAT teams in an arrangement between
the FBI and the Federal Emergency Management Agency. So many differ-
ent sectors are now shoring up the nation’s defences against mega-
terrorism, says the government auditor, that it’s hard to keep track of the
money, let alone know whether it’s being spent wisely.

Police and public health officials claim to be so
confounded by [anthrax] hoaxes that they hark back
to the good old days when the worst they had to deal
with was a straightforward bomb scare.

In 1972, President Nixon renounced biological weaponry in the Bio-
logical Weapons Convention, which, in an effort to prevent other coun-
tries from taking them up, prohibited their development, production and
stockpiling. The biological weapons arsenal in Sixties America had been
the world’s largest and most sophisticated, with 400 biological agents
tested, 17 toxic enough for use on the battlefield.

Now, few deny that biological terrorism is a risk; but the speed at
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which it has come to be regarded as the main threat to U.S. security is as
unnerving as the threat itself. And the risk in rushing to meet any new
threat by creating new departments of counter-espionage and counter-
weapons is that the old practice of deterrence through international
treaties may take a back seat.

Few deny that biological terrorism is a risk; but the
speed at which it has come to be regarded as the
main threat to U.S. security is as unnerving as the
threat itself.

“Catastrophic Terrorism” screamed a headline in the November edi-
tion of the journal Foreign Affairs. The three distinguished authors, John
Deutch, a former director of the CIA, Ashton Carter, an ex-Pentagon as-
sistant secretary and Philip Zelikow, a former member of the National Se-
curity Council, declared with certainty that “the danger of weapons of
mass destruction being used [in acts of terrorism] against America and its
allies is greater now than at any time since the Cuban missile crisis of
1962.” Any act of catastrophic terrorism, they went on to say, could have
the effect of Pearl Harbor, dividing America into a “before” and “after”.

The thrust of the article was to call for a grand reorganisation of the
Pentagon, the CIA and the FBI in order to eliminate the agency overlaps
and gaps between “foreign” and “domestic” terrorism. The authors want
to pool intelligence, create new Catastrophic Terrorism Response Offices
(dubbed CTROs), and trim the present two dozen agencies with shopping
lists for vaccines, gas sniffers and protective clothing down to one, the
Pentagon’s Defence Department.

While all this goes on, people are losing sight of the fact that, since
1980, the number of Americans killed by terrorists most years has been
fewer than 10. (Of course, that toll can suddenly jump. Last summer, for
example, the car bombs at the U.S. embassies in Kenya and Tanzania
killed 260 people. Before that, in 1995, the bombing of the Oklahoma
City Federal Building claimed 168 lives.) Furthermore, there have been
only two serious uses of biological weapons this century. The first was
during the Second World War, when the invading Japanese Imperial
Army experimented with deadly bacteria on Chinese prisoners of war. In
1995, the Japanese cult Aum Shinrikyo attempted to disperse anthrax
spores, but no one was killed.

False claims and unjustified fears
Richard Preston, author of The Cobra Event, wrote a non-fiction account
of the rise of “bioterrorism”, which was published in the New Yorker in
1997. In that article, Kanatjan Alibekov, the Russian who had been sec-
ond in command of the weapons section of the Soviet biological weapons
programme, appeared for the first time in the press. He had arrived in
America in 1992, a year after the fall of communism, and changed his
name to Ken Alibek. In Preston’s article, he gave details about Biopreparat,
the huge plants built for producing biological weapons in Russia. The
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1972 Biological Weapons Convention had a loophole: the treaty did not
prevent countries from building and keeping in reserve facilities for pro-
ducing such weapons. This is what the Russians had done. Alibek went
further, and claimed that the Soviet plants had been used to produce tons
of anthrax, some of which had been genetically engineered to disable the
available vaccines. In addition, he claimed that the Russians had experi-
mented with deadly cocktails of smallpox mixed with the Ebola virus,
which causes internal haemorrhaging, and Venezuelan equine encephali-
tis, a virus of the brain.

Various scientific experts were dismissive of Alibek’s claims. Dr Peter
Jahrling, the chief scientist at the U.S. Army medical research Institute of
Infectious Diseases, who was one of Alibek’s original debriefers, told the
New Yorker, “His talk about chimeras [mixtures] of Ebola is sheer fantasy,
in my opinion.”

In their article on catastrophic terrorism, Deutch and company men-
tion the proposal by Professor Matthew Meselson, a Harvard University
biochemist, and Philip Heymann, his law professor colleague, of an in-
ternational convention making it a crime for individuals to engage in the
production of biological or chemical weapons. The idea would be to de-
ter corporations from assisting in the development of such weapons by
making the scientists or CEOs liable for prosecution. If such a treaty had
existed and been supported by the U.S. in the Eighties, when Iraq was us-
ing poison gas and developing biological weapons, the suppliers and ad-
visers on whom Saddam depended could have been brought to trial.

People are losing sight of the fact that, since 1980,
the number of Americans killed by terrorists most
years has been fewer than 10.

For a reprieve from the drumbeat warning of the New Threat, one can
turn to the autumn issue of American Foreign Policy magazine. In an es-
say entitled “The Great Terrorism Scare”, Ehud Sprinzak, a professor of
political science at Jerusalem’s Hebrew University, shouts down the
voices of doom. The concept of chaos-breeding fanatics in the wake of the
Cold War, he says, is simply not supported by the evidence of the past
three decades. “Despite the lurid rhetoric, a massive terrorist attack [with
weapons of mass destruction] is . . . not even likely,” he writes. “Terror-
ists wish to convince us that they are capable of striking from anywhere
at any time, but there is really no chaos. Terrorism involves predictable
behavior, and the vast majority of terrorist organizations can be identi-
fied well in advance.”

But such advice generally falls on deaf ears. In last year’s military bud-
get, the Republicans forced an addition of several million dollars for anti-
terrorism projects, insisting that America was unprepared to meet poten-
tial threats. One thing is certain, then. Come Election 2000, when the
politicians are coaxing votes from the good citizens of the United States,
anthrax is sure to be high on the agenda.
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33
Terrorists Would Be Unlikely

to Use Biological or
Chemical Weapons

Jonathan B. Tucker and Amy Sands

Jonathan B. Tucker directs the CBW (Chemical and Biological Weapons)
Nonproliferation Project at the Center for Nonproliferation Studies, which
is part of the Monterey Institute of International Studies in Monterey, Cal-
ifornia. He has written a few books, including Toxic Terror: Assessing
Terrorist Use of Chemical and Biological Weapons. Amy Sands is the
Associate Director of the Center and director of its Monitoring Prolifera-
tion Threats Project.

Despite the few instances in recent years of terrorists employing
biological and chemical weapons, it is an extremely uncommon
phenomenon. The history of terrorist activities over the last sev-
eral decades indicates that most extremist groups have neither the
motivation nor capabilities to employ such weapons. Examining
historical incidents indicates that terrorists seem to prefer the im-
mediate drama of conventional explosions over the drawn-out
consequences associated with biological or chemical agents. Most
terrorist groups avoid using these devices either because they are
unfamiliar with the technologies involved, they fear the potential
hazards to their own safety, they have moral limits, or they have
other concerns about the consequences of linking such weapons
to the political aims of their group. Although it is possible that
some fringe organization may use chemical or biological weapons
in the future, the current state of alarm is not justified given the
historical evidence of terrorist activities.

In a January [1999] speech to the National Academy of Sciences, Presi-
dent Clinton warned that “the enemies of peace realize they cannot de-

feat us with traditional military means” and are therefore working on
“new forms of assault,” including chemical and biological weapons
(CBW). Responding to this still largely hypothetical threat, the Clinton ad-

Reprinted by permission of The Bulletin of Atomic Scientists, from “An Unlikely Threat,” by
Jonathan B. Tucker and Amy Sands, The Bulletin of Atomic Scientists, July/August 1999. Copyright
©1999 by the Educational Foundation for Nuclear Science, 6042 South Kimbark, Chicago, IL
60637, USA. A one year subscription is $28.
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ministration’s proposed federal budget for fiscal year 2000 calls for nearly
$1.4 billion to protect U.S. citizens against terrorist chemical or biological
attacks. That amount would more than double fiscal 1999 spending.

Is such a dramatic increase warranted? Not necessarily. In fact, a va-
riety of factors, including the nerve-gas attack on the Tokyo subway by
the Japanese Aum Shinrikyo cult in March 1995, led U.S. officials to over-
estimate the threat of mass-casualty attacks involving chemical or bio-
logical agents. A mid-course correction in U.S. policy is now needed.

At first glance, the threat of chemical and biological terrorism seems
to be increasing. Before the late 1980s, the Federal Bureau of Investigation
(FBI) typically encountered about a dozen incidents a year involving ter-
rorist threats or actual attempts to acquire or use chemical or biological
materials—or (rarely) radiological or nuclear materials.

In 1997, however, the FBI opened 74 investigations involving CBW
or nuclear materials, and in 1998, it launched 181 investigations.1 Never-
theless, about 80 percent of these cases turned out to be hoaxes and the
remainder were threats, small-scale attacks, and failed attempts at deliv-
ery. In the United States, a mass-casualty attack with a chemical weapon
has never occurred—and only one successful incident of biological ter-
rorism has been reported. In 1984, members of the Oregon-based Ra-
jneeshee cult deliberately contaminated restaurant salad bars in the town
of The Dalles with salmonella bacteria, affecting 751 people temporarily
with a diarrheal illness. Their objective was not to kill people but rather
to sicken voters and keep them at home so as to throw the outcome of a
local election in the cult’s favor.

A whiff of hysteria
U.S. policy-makers and several outside analysts have predicted catastrophic
consequences if a terrorist group or an individual—alone or with state
sponsorship—ever mounts a major chemical or biological attack. These
alarmist scenarios have been based on the potential vulnerability of U.S. ur-
ban centers to chemical or biological attack and the growing availability of
relevant technology and materials. But these scenarios have not drawn on
a careful assessment of terrorist motivations and patterns of behavior.

With more than a hundred terrorist organizations active in the world
today, the challenge is to identify groups or individuals who are both mo-
tivated and capable of employing chemical or biological agents against
civilians. Yet instead of examining historical cases in which terrorists
sought to acquire and use such agents, the Clinton administration, as
well as many outside analysts, developed their threat assessments and re-
sponse strategies in an empirical vacuum. Lacking solid data, they fell
back on worst-case scenarios that may be remote from reality.

The tendency of U.S. government officials to exaggerate the threat of
chemical and biological terrorism has been reinforced by sensational re-
porting in the press and an obsessive fascination with catastrophic ter-
rorism in Hollywood films, best-selling books, and other mainstays of pop
culture. Examples include movies such as The Rock, Executive Decision,
Outbreak, and Twelve Monkeys; novels such as Tom Clancy’s Executive Or-
ders and Rainbow Six, Richard Preston’s The Cobra Event, and Stephen
King’s The Stand; and episodes of popular television series such as The X-
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Files, Seven Days, Outer Limits, Millennium, Burning Zone, and even Chicago
Hope. The sensational depiction of chemical and biological weapons in
the popular media seems to have had the unintended effect of making
these weapons more attractive to hoaxers, as evidenced by the recent rash
of anthrax hoaxes.

Instead of examining historical cases in which
terrorists sought to acquire and use [biological and
chemical] agents, the Clinton administration, as
well as many outside analysts, developed their threat
assessments and response strategies in an empirical
vacuum.

A few critics have recently begun to question the worst-case assump-
tions underlying the administration’s counterterrorism programs. Science
policy analyst Daniel S. Greenberg, writing in the Washington Post, criti-
cized what he called “a whiff of hysteria-fanning and budget opportunism
in the scary scenarios of the saviors who have stepped forward against the
menace of bioterrorism. . . . While a gullible press echoes [their] frighten-
ing warnings, there are no independent assessments of the potential for
terrorist attacks or the practicality of the proposed responses.”2

Using more polite language, the General Accounting Office (GAO), the
investigative arm of Congress, made a similar point in a preliminary report
published in March. The report said that plans developed by the Depart-
ment of Health and Human Services for “medical consequence manage-
ment” after a chemical or biological terrorist attack appear to be “geared to-
ward the worst-possible consequences from a public health perspective and
do not match intelligence agencies’ judgments on the more likely biologi-
cal and chemical agents a terrorist group or individual might use.”

The GAO report concluded: “A sound threat and risk assessment
could provide a cohesive roadmap to justify and target spending for med-
ical and other countermeasures to deal with a biological and/or chemical
terrorist threat.”3

Examining the data
It is paradoxical that chemical and biological terrorism has come to oc-
cupy such a high position on the worry list of top U.S. government offi-
cials when so little is known about the actual threat. At the Center for
Nonproliferation Studies at the Monterey Institute of International Stud-
ies in Monterey, California, the authors have sought to bridge the gap be-
tween anecdote and empirical knowledge. With research assistance from
Jason Pate and Diana McCauley, we have compiled a database of 520
global CBW incidents that occurred between 1900 and May 1999.

Our goal in building the database was to help identify which types of
terrorist groups were most likely to acquire and use chemical and biolog-
ical agents, the motives underlying attacks, the choice of agent and tar-
get, and other aspects of terrorist behavior.
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Although caution is in order when extrapolating from the past to the
future, much can be learned from examining actual cases. The Monterey
database also permits statistical analysis of the historical record, making
it possible to discern patterns over time in the incidence of chemical and
biological terrorism. This information should assist policy-makers in de-
veloping prudent, cost-effective programs for prevention and response.

The incidents involving chemical or biological agents in the Mon-
terey database include hoaxes, plots, efforts to acquire toxic materials,
proven possession of materials, and actual attacks. The incidents have
been grouped in two basic categories, terrorist or criminal. There were 282
terrorist cases (54 percent) and 238 criminal cases (46 percent).

We define terrorism as “the instrumental use or threatened use of vi-
olence by an organization or individual against innocent civilian targets
in furtherance of a political, religious, or ideological objective.” Criminal
incidents, in contrast, involve extortion, murder, or some other non-po-
litical objective. They are not addressed in this article.

Of the 282 incidents grouped in the terrorist category, 263 were se-
lected for analysis because they contained sufficient information to per-
mit cross-case comparison. While most of these incidents took place over-
seas, 40 percent occurred in the United States.

Contrary to the conventional wisdom about the catastrophic nature
of chemical and biological terrorism, actual attacks were few in number,
small in scale, and generally produced fewer casualties than conventional
bombs.

It is paradoxical that chemical and biological
terrorism has come to occupy such a high position
on the worry list of top U.S. government officials
when so little is known about the actual threat.

A breakdown of the 263 cases between 1900 and last May is eye-
opening: 26 percent were hoaxes or pranks, eight percent involved an ap-
parent conspiracy that did not proceed far, four percent involved the at-
tempted acquisition of dangerous materials, 10 percent involved the
actual possession of dangerous materials, 21 percent concerned a threat-
ened attack that did not materialize, and only 27 percent (71 incidents)
included the actual use of a chemical or biological agent.

Of the actual attacks, 83 percent (59) occurred outside the United
States. The largest number of incidents took place in 1995 (16, all non-
U.S.) and in 1998 (15, one-third in the United States). In very few cases
did the perpetrators seek to inflict mass casualties—defined as 1,000 or
more deaths—and in none did they occur.

Among the 71 actual attacks—and again, the coverage is global and
the timeframe is 1900 to May of this year—the choice of agent and
method of delivery varied considerably. Chemical agents employed in-
cluded cyanide (by far the most popular), rat poison, VX nerve agent, sarin
nerve agent, butyric acid, mercury, and insecticide. Biological agents in-
cluded anthrax, botulinum toxin, salmonella bacteria, and the HIV virus.

The 71 attacks produced 123 fatalities and 3,774 injuries. Of these to-
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tals, the sole U.S. fatality was caused by the use of cyanide-tipped bullets
by the Symbionese Liberation Army to assassinate an Oakland, California
school superintendent in 1973.

The foreign incidents that inflicted the largest numbers of fatalities
were the contamination of drinking water with pesticide by an unknown
terrorist group in the Philippines in 1987, causing 19 deaths among new
recruits to the Philippine Constabulary on the island of Mindanao, and
the use of an unknown poison gas against a Turkish village in 1994, pos-
sibly by Kurdish Workers Party (PKK) terrorists, causing 21 deaths.

Contrary to the conventional wisdom about the
catastrophic nature of chemical and biological
terrorism, actual attacks were few in number, small
in scale, and generally produced fewer casualties
than conventional bombs.

Of the nonfatal casualties, 1,038 were associated with Aum Shinrikyo’s
release of sarin nerve agent on the Tokyo subway in 1995.4

To date, incidents of chemical or biological terrorism in the United
States have inflicted a total of 784 nonfatal injuries, of which 751 were as-
sociated with the Rajneeshee food poisoning case. Other major U.S. inci-
dents involving casualties include the 1989 delivery by racial extremists
of a package containing a tear-gas bomb to the Atlanta office of the Na-
tional Association for the Advancement of Colored People, which injured
eight; and attacks with butyric acid against abortion clinics in Houston
and Florida in 1998, injuring 14 people.

Many of the terrorists implicated in the 71 actual attacks were not
traditional terrorist organizations like the Irish Republican Army. Twenty-
four attacks were perpetrated by religiously motivated groups, 15 by na-
tionalist-separatist groups, and 12 by single-issue groups such as anti-
abortion or animal-rights advocates. The rest were committed by lone
terrorists, right-wing or left-wing groups, and unknown actors.

What factors might account for these patterns? Historically, tradi-
tional terrorist organizations have eschewed chemical or biological agents
for several reasons, including unfamiliarity with the relevant technolo-
gies, the hazards and unpredictability of toxic agents, moral constraints,
concern that indiscriminate casualties could alienate current or future
supporters, and fear that a mass-casualty attack could bring down the full
repressive power of the affected government on their heads.

In contrast, individuals and nontraditional groups that have sought
to acquire chemical or biological agents tend to be motivated by religious
fanaticism, supremacist or anti-government ideology, or millenarian
prophecy, and they often have a paranoid, conspiratorial worldview.

Such individuals and groups may view chemical or biological terror-
ism as a means to destroy a corrupt social structure, to fulfill an apoca-
lyptic prophecy, to exact revenge against evil-doers or oppressors, or as a
form of “defensive aggression” against outsiders seen as threats to the
group’s survival.
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Terrorists who contemplate chemical or biological attacks typically
lack outside supporters or other moderating influences that might re-
strain them from engaging in indiscriminate violence. Religiously moti-
vated cults, for example, are cut off from the outside world and are often
guided by a charismatic and all-powerful leader, making them less subject
to societal norms.

Most of the incidents of chemical or biological terrorism in the
United States were grossly ill-conceived and ineffective. Two typical ex-
amples: In 1972, an ecoterrorist group called R.I.S.E., led by two students
at a community college in Chicago, plotted to wipe out the entire human
race with eight different microbial pathogens and then repopulate the
world with their own genes.

Their initial scheme was to use aircraft to disperse the disease agents
on a global basis, but they eventually scaled down their vision to killing
the residents of the five states around Chicago by contaminating urban
water supplies. Group members informed the FBI about the plot before it
could be carried out, however, and the two ringleaders fled to Cuba.

In 1986, a white supremacist Christian Identity group known as the
Covenant, the Sword, and the Arm of the Lord sought to overthrow the
federal government and hasten the return of the Messiah. They acquired
30 gallons of potassium cyanide to poison urban water supplies, believing
that God would direct the poison to kill only the targeted individuals—
nonbelievers, Jews, and blacks living in major cities. Before they could
act, however, the FBI penetrated the group and arrested its leaders.

Why toxic weapons?
What specific factors might motivate terrorists to employ chemical or bio-
logical agents, as opposed to conventional guns and explosives? Although
the desire to inflict mass casualties is one factor, there may be others.

Bombs are appealing to terrorists because of the shock, drama, and
cathartic effect of the explosion. Chemical and biological weapons, in
contrast, are generally invisible, odorless, tasteless, silent, and insidious.
Despite their lack of cathartic power, these weapons evoke deep human
anxieties and instill a qualitatively different type of terror.

Nerve agents attack the central nervous system, resulting in seizures,
loss of voluntary control, and a gruesome death by respiratory paralysis.
Biological agents such as anthrax elicit horrific symptoms of disease such
as disfiguring skin eruptions.

These manifestations, and the pervasive threat of contamination
with an invisible yet deadly agent, may be more frightening than the sud-
den trauma of an explosion. Even a chemical or biological attack that
killed fewer people than a conventional bomb could have a dispropor-
tionate psychological impact.

From an operational standpoint, chemical weapons have both ad-
vantages and disadvantages compared with conventional guns and
bombs. Nerve agents such as sarin can kill in minutes, and the ability of
persistent agents such as mustard or VX to contaminate buildings and
people creates the potential for sowing disruption and chaos in an af-
fected urban area.

Disadvantages of chemical weapons are that they are hazardous to
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handle, unpredictable to disperse in open areas, and can be countered
with timely medical intervention such as the administration of antidotes.

With respect to biological agents, terrorists might wish to exploit the
ability of certain microorganisms to incapacitate temporarily rather than
kill, as in the Rajneeshee cult’s use of food-poisoning bacteria. At the
other extreme, apocalyptic terrorists seeking to inflict a catastrophic blow
against society might employ a highly contagious and lethal agent such
as the Ebola virus, which the Aum Shinrikyo cult reportedly sought to ac-
quire in Zaire.5

Most of the incidents of chemical or biological
terrorism in the United States were grossly ill-
conceived and ineffective.

The time lag associated with biological weapons effects also makes
them well suited to covert delivery. In recent years, no one has claimed
responsibility for the most lethal attacks, in part because countries are
pursuing terrorists more aggressively.6 Terrorists seeking to conceal their
involvement and avoid arrest or repression might therefore have a greater
incentive to employ biological agents.

For other terrorists, however, the very ambiguity of a biological attack
might be perceived as a disadvantage. A sudden epidemic of illness re-
sulting from the deliberate release of a microbial agent—particularly an
indigenous strain—could be misinterpreted as a natural outbreak of dis-
ease, reducing or eliminating its ability to terrorize. (Public health offi-
cials believed that the salmonella outbreak in The Dalles was of natural
origin until a former member of the Rajneeshee cult confessed.)

Beyond operational considerations, the choice of poison weapons
may be related to deep psychological needs on the part of individual ter-
rorists. From a psychoanalytic perspective, the use of chemical and bio-
logical agents may involve the symbolic projection of “poisoned”
thoughts and feelings onto “out-group” targets.7

On the other hand, the delayed effects of biological agents may re-
duce the psychological gratification associated with a terrorist attack by
creating anxiety and tension until the outcome is known. The Ra-
jneeshees, for example, waited in suspense for two weeks before they
learned that the restaurant contaminations had been successful.

Terrorists may also have ideological motivations for employing toxic
weapons. Aum Shinrikyo’s Shoko Asahara was attracted to sarin because
he was an admirer of Nazi Germany, the first country to develop and
manufacture nerve agents during World War II.

Quasi-religious terrorist organizations may also have a mystical fasci-
nation with poisons and disease. Some Christian Identity extremists, for
example, might seek to employ biological agents against their enemies in
imitation of biblical descriptions of God’s use of plagues—including boils,
cattle diseases, and the death of the firstborn son—to punish Pharaoh for
stopping the Israelites from leaving Egypt.8

Finally, some members of the right-wing patriot movement are fasci-
nated with the protein toxin ricin because it has the glamorous aura of a
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powerful, “spy weapon” (having been used in 1978 by the Bulgarian Se-
cret Service to assassinate a dissident living in London). Ricin is also mis-
takenly believed to be an untraceable poison that will enable perpetrators
to evade arrest and prosecution. In 1991, for example, four members of
the Minnesota Patriots Council acquired ricin and discussed assassinating
Internal Revenue Service officials, a U.S. deputy marshal, and local law
enforcement officers. The FBI had penetrated the group, however, and ar-
rests were made before any attacks were carried out.

It is also important to distinguish between discrete and indiscrimi-
nate CBW attacks. Just because chemical and germ agents are often de-
scribed as “weapons of mass destruction,” it does not follow that the abil-
ity to inflict mass casualties is an intrinsic property. Key variables in
determining the impact of a CBW terrorist attack are the quantity of
agent employed and the means of dissemination.

Members of Aum Shinrikyo, for example, used VX to assassinate en-
emies of the cult by spraying the nerve agent from a hypodermic syringe
into the victim’s face. This small-scale use of a chemical weapon for as-
sassination is clearly different from releasing a ton of nerve agent from an
aircraft over a major city.

Technical hurdles
One reason there have been so few successful examples of chemical or bi-
ological terrorism is that carrying out an attack requires overcoming a se-
ries of major technical hurdles: gaining access to specialized chemical-
weapon ingredients or virulent microbial strains; acquiring equipment
and know-how for agent production and dispersal; and creating an orga-
nizational structure capable of resisting infiltration or early detection by
law enforcement.

Many of the microorganisms best suited to catastrophic terrorism—
virulent strains of anthrax or deadly viruses such as smallpox and Ebola—
are difficult to acquire. Further, nearly all viral and rickettsial agents are
hard to produce, and bacteria such as plague are difficult to “weaponize”
so that they will survive the process of delivery.

As former Soviet bioweapons scientist Ken Alibek wrote in his recent
memoir, Biohazard, “The most virulent culture in a test tube is useless as
an offensive weapon until it has been put through a process that gives it
stability and predictability. The manufacturing technique is, in a sense,
the real weapon, and it is harder to develop than individual agents.”9

The delayed effects of biological agents may reduce
the psychological gratification associated with a
terrorist attack by creating anxiety and tension until
the outcome is known.

The capability to disperse microbes and toxins over a wide area as an
inhalable aerosol—the form best suited for inflicting mass casualties—re-
quires a delivery system whose development would outstrip the technical
capabilities of all but the most sophisticated terrorists. Not only is the dis-
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semination process for biological agents inherently complex, requiring
specialized equipment and expertise, but effective dispersal is easily dis-
rupted by environmental and meteorological conditions.

A large-scale attack with anthrax spores against a city, for example,
would require the use of a crop duster with custom-built spray nozzles that
could generate a high-concentration aerosol cloud containing particles of
agent between one and five microns in size. Particles smaller than one mi-
cron would not lodge in the victims’ lungs, while particles much larger
than five microns would not remain suspended for long in the atmosphere.

Not only is the dissemination process for biological
agents inherently complex, requiring specialized
equipment and expertise, but effective dispersal is
easily disrupted by environmental and
meteorological conditions.

To generate mass casualties, the anthrax would have to be dried and
milled into a fine powder. Yet this type of processing requires complex
and costly equipment, as well as systems for high biological containment.
Anthrax is simpler to handle in a wet form called a “slurry,” but the effi-
ciency of aerosolization is greatly reduced.

(A low-tech terrorist might stage a chemical or biological attack in an
enclosed space such as a subway station, as did Aum Shinrikyo, but fewer
people would be harmed than in an open-air attack against a city.)

Contamination of an urban water system is also beyond the capabil-
ity of most terrorists because a huge volume of a chemical or biological
agent would be needed to overcome the effects of dilution and chlorina-
tion. In contrast, a small-scale attack on restaurant food or a water tank
would be more feasible.

So far the FBI has not obtained evidence that any terrorist organiza-
tion has succeeded in building a device capable of delivering a mass-ca-
sualty biological attack. Aum Shinrikyo, for example, failed in 10 known
attempts in Japan to conduct biological attacks with either anthrax or
botulinum toxin.10

Despite the cult’s vast financial resources (approximately $1 billion)
and access to trained scientists, it was unable to overcome the technical
hurdles associated with the acquisition of a virulent strain, cultivation of
the agent, and efficient delivery.

Terrorists groups must also be capable of evading detection by law en-
forcement until after they have carried out an attack. While lone psy-
chopaths motivated to use chemical or biological weapons may avoid the
notice of the police, their technical and resource limitations make them
unlikely to be capable of acts of mass-casualty terrorism.

Conversely, several terrorist organizations that have sought in the past
to acquire chemical or biological agents have been infiltrated by the FBI or
betrayed by informants before they could implement an effective attack.

As a result of these various constraints, crude or “low-tech” delivery
methods, such as those employed by Aum Shinrikyo and the Rajneeshee
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cult, are likely to remain the most common forms of chemical or biolog-
ical terrorism. These methods are potentially capable of inflicting at most
tens to hundreds of fatalities—within the destructive range of a high-ex-
plosive bomb—but not the mass death envisioned by alarmist scenarios.

Assessing the threat
The historical record suggests that only a tiny minority of terrorists will
be motivated to carry out an indiscriminate chemical or biological attack,
and that few if any of this subset will possess the necessary technology
and expertise to actually accomplish it.

Thus, the most likely incidents of chemical or biological terrorism in
the future will involve hoaxes and relatively small-scale attacks. More-
over, although chemical or biological agents are often termed “weapons
of mass destruction,” some terrorists have sought to employ such agents
in a limited manner to assassinate individuals.

Of course, governments cannot afford to be complacent about the
potential for high-casualty chemical and biological attacks by terrorists
who gain access to military-grade agents and delivery systems—particu-
larly if they receive assistance from a state. A state sponsor that believed
it could shield its identity through intermediaries might take the risk, par-
ticularly in a crisis or during a war. Incidents of state-sponsored chemical
or biological terrorism, however, have been exceedingly rare. All have in-
volved special-operations forces rather than independent terrorist organi-
zations, probably because states fear losing control over proxy groups.
States may also be deterred from sponsoring terrorism by the likelihood
of severe retaliation if the source of the attack were to become known.

Nevertheless, ad hoc or “transnational” terrorist organizations, such
as the group that bombed the World Trade Center, have inspired growing
concern because they may be only loosely affiliated with a state sponsor
and hence less constrained.

Terrorists with ample financial resources might also seek to purchase
technical know-how by recruiting scientists formerly employed by coun-
tries with advanced chemical or biological programs, such as the Soviet
Union, South Africa, or Iraq.

Contamination of an urban water system is also
beyond the capability of most terrorists because a
huge volume of a chemical or biological agent would
be needed to overcome the effects of dilution and
chlorination.

Further comparative analysis of historical cases should help refine the
profile of terrorist groups and individuals most likely to acquire and use
chemical and biological agents. If motivations and patterns of behavior
associated with this form of terrorism are better understood, it might be
possible for intelligence and law enforcement agencies to narrow the
“bandwidth” of individuals and organizations considered to be of great-

36 At Issue

Bio/Chem Weapons ENTIRE BOOK  2/11/04  12:02 PM  Page 36



est concern. That, in turn, would permit a more efficient application of
intelligence resources, which might otherwise be stretched unproduc-
tively over too broad a field of suspects.

The potential threat posed by lone terrorists and small splinter
groups, who can easily slip through the surveillance net, may lower con-
fidence in the ability to prevent acts of chemical or biological terrorism
before they occur. Even so, better profiling of terrorist groups should en-
hance the ability of law enforcement officials to assess the credibility of
terrorist threats and to manage the current epidemic of anthrax hoaxes.

Historical analysis of patterns of behavior of CBW terrorists, such as
the choice of agent and delivery system, can also help improve the effec-
tiveness of medical countermeasures and other consequence-manage-
ment activities.

Although some planning for worst-case scenarios is justified, the
types of chemical and biological terrorism against which federal, state,
and local planning should be primarily directed are small- to medium-
scale attacks.

Such a threat assessment is not the stuff of newspaper headlines, but
the historical record surely justifies it.
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An increased fear of biological or chemical terrorism has
prompted the Clinton administration to raise federal spending on
countermeasures and emergency response to attacks by such
weapons. Although there have been few cases of this type of ter-
rorism to warrant funding, the administration’s concern is appro-
priate. The possibility of such attacks and their nightmarish con-
sequences should motivate any government to take severe
precautions. And with at least a dozen countries capable of mak-
ing biological and chemical weapons, the budget for protecting
against an attack may be justified. However, since much of the po-
tential threat is based on speculation, government officials should
scrutinize exactly how the budget is allocated and whether all of
the countermeasures are effective and cost efficient responses to
the predicted threat.

On July 14 [1999], a bipartisan commission headed by former CIA Di-
rector John Deutch will release its report on the readiness of the

United States to deal with weapons of mass destruction. While the
Deutch commission expresses concerns about loose Russian nukes and
Chinese missile exports, it’s also alarmed by the prospect of terrorists
armed with biological weapons. Among the commission’s nightmarish
scenarios is an anthrax attack on a crowded subway system that sends

Reprinted from “Biohazard,” by W. Seth Carus, The New Republic, August 2, 1999. Copyright
©1999 by The New Republic, Inc. Reprinted by permission of The New Republic.
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6,000 people to the hospital. “These events have not taken place,” the
panel intones, “but they could.”

The Deutch commission is the latest example of how nervous Wash-
ington has become about bioterrorism. Senior Clinton administration of-
ficials are convinced that bioterrorism poses an imminent and serious,
perhaps cataclysmic, danger. Their budget reflects that conviction: the fis-
cal year 2000 budget proposal includes $1.4 billion for both chemical and
biological terrorism responses, double the 1999 spending levels. This in-
cludes the Department of Health and Human Services’s Bioterrorism Ini-
tiative, whose budget ballooned from $14 million in fiscal year 1998 to
$158 million [in 1999]; and the fiscal year 2000 budget calls for $230 mil-
lion. In addition, the FBI, the Federal Emergency Management Agency,
and the Departments of Agriculture, Defense, Energy, and Justice have
smaller initiatives.

A difficult threat to assess
Yet it’s far from clear how grave the bioterrorism threat really is. Thanks
to the dearth of empirical data on bioterrorism, it’s nearly impossible to
make accurate threat assessments. Since 1945, only about 23 terrorist
groups are known to have even thought about using biological
weapons—and the evidence to support some of these allegations is ex-
tremely thin. Of the 23 groups, only seven actually possessed a biological
agent, and only four of them tried to use those weapons in any fashion.
The only successful act of biological terrorism occurred in 1984, when the
Rajneeshee, a cult group then based in rural Oregon, used biological
agents to make 751 people sick as part of a plot to influence the outcome
of an election. By contrast, the Aum Shinrikyo cult in Japan devoted con-
siderable effort to developing biological weapons. The cult tried to spread
anthrax and botulinum toxin approximately ten times between 1990 and
1995, but it was totally unsuccessful. Japanese officials reportedly believe
that Aum used a harmless vaccine strain of anthrax and never produced
botulinum toxin.

Just because terrorists haven’t had much interest in,
or success with, biological weapons in the past
doesn’t mean they won’t use them in the future.

To be sure, just because terrorists haven’t had much interest in, or
success with, biological weapons in the past doesn’t mean they won’t use
them in the future. Reports of varying quality suggest that [Saudi terror-
ist leader] Osama Bin Ladin, the Islamic Jihad [Middle Eastern organiza-
tion], and the Kurdish PKK [Kurdish Workers Party operating in the Mid-
dle East] have shown some interest in bioterrorism during the past few
years. Similarly, some domestic terrorist groups have also reportedly
demonstrated an interest. But, with rare exceptions—such as the two men
belonging to the Minnesota Patriots Council who, in 1995, were found
guilty of producing the ricin toxin as part of a plot to kill government of-
ficials—there is no compelling evidence that any of these groups, foreign
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or domestic, have actually acquired biological agents or even know how
to use them. Indeed, the evidence suggests that terrorists are unlikely to
acquire biological weapons unless they get them from a state sponsor.

Even if we don’t know much about the terrorists,
there is a large and authoritative body of knowledge
about the use and effects of biological agents—and
it is scary.

The only surefire bioterrorism threat assessments we do have are, for
the most part, about the now-ubiquitous anthrax hoaxes. Since March
1998, there have been more than 150 publicly reported incidents of
someone falsely claiming that a victim had been exposed to anthrax. A
wide array of hoax perpetrators have discovered that, for the price of a
first-class stamp or a call from a pay phone, they can generate consider-
able fear and confusion. Anti-abortion activists have disrupted dozens of
abortion clinics in this way; and, apparently in retaliation, anti-abortion
demonstrators themselves have been victims of similar hoaxes. Students,
some as young as twelve, have sent anthrax threats to their schools. One
man interrupted his bankruptcy proceeding by telephoning in an anthrax
threat; another man tried the same ploy to get out of work early.

Catastrophic potential
So, if it’s impossible to accurately gauge the bioterrorism threat, why is
the U.S. government so worried? One major reason is that the scenarios
generated by security analysts to illustrate the potential dangers of bio-
logical agents are so scary. The only problem is that, since there’s so little
empirical data about bioterrorism, the scenarios are necessarily works of
fiction; scenario writers, limited only by their imaginations, are free to
dream up almost any kind of threat. Thus, even a mildly creative analyst
can dream up threats that overwhelm any reasonable set of response ca-
pabilities. Yet, such scenarios provide little insight into the types of
agents that might be used or how they would be used, because they are
not based on a factual understanding of terrorist motivations or capabil-
ities. Rather, they reflect the biases of the scenario writer.

But the government’s fear of bioterrorism isn’t completely un-
founded. Even if we don’t know much about the terrorists, there is a large
and authoritative body of knowledge about the use and effects of biolog-
ical agents—and it is scary. This technical data, much of it obtained prior
to the cancellation of the U.S. offensive biological program in 1969,
demonstrates that it’s possible to place large populations at risk by re-
leasing appropriately prepared pathogens into the air. Even relatively
small quantities of biological agents can have catastrophic results: a panel
of World Health Organization experts calculated that 50 kilograms of an-
thrax released over a city of half a million people would kill 95,000 and
incapacitate another 125,000. Some experts believe that, pound for
pound, biological weapons are potentially more lethal than thermonu-
clear warheads.
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Despite the Biological Weapons Convention prohibition on posses-
sion of biological weapons, the U.S. intelligence community apparently
believes that at least a dozen countries may have offensive biological
weapons programs. Among those countries are two of the permanent
members of the U.N. Security Council—China and Russia—and all six
countries on the State Department’s list of state supporters of terrorism—
Iran, Iraq, Libya, North Korea, Sudan, and Syria. Significantly, Iran, Iraq,
and North Korea are the three countries most likely to confront the United
States militarily. While there’s no current evidence that any of these coun-
tries has given biological weapons to any terrorist group, it’s not difficult
to imagine circumstances in which such a transfer could happen.

Moreover, the absence of evidence regarding terrorists’ capabilities to
employ biological agents is not necessarily comforting. Collecting intelli-
gence on biological weapons programs—even on state programs—is ex-
tremely difficult. For instance, the intelligence community knew nothing
of Aum Shinrikyo’s efforts to develop and use biological agents until after
the Tokyo sarin attacks. The first indication of terrorist possession of bio-
logical warfare capabilities may only come when those capabilities are used.

In the absence of credible threat assessments, there is no way to
quantify the seriousness of the threat or to calculate the resources needed
to respond. Nor is it possible to predict with confidence which specific bi-
ological agents terrorists might adopt, how they might employ them, or
where the potential targets might be located. This makes it difficult to
properly allocate resources and suggests caution in developing responses.

Appropriate responses
Therefore, the focus of our bioterrorism response policy ought to be on
programs that make sense even if the nation never experiences a single
bioterrorism attack. One such program is the Center for Disease Control’s
(CDC) Epidemic Intelligence Service (EIS), which investigates unusual dis-
ease outbreaks. It was created in the early 1950s specifically because of
concerns that foreign powers might use biological weapons against the
United States. The CDC has sent EIS officers to investigate thousands of
disease outbreaks, and, although the EIS has never identified a foreign
biowarfare attack on the United States, most public health experts believe
the service is a valuable and cost-effective part of the nation’s public
health infrastructure.

From this perspective, many aspects of the Clinton administration’s
plans are quite sensible. The first indication of a bioterrorism attack is
likely to be the appearance of sick people, which justifies efforts to im-
prove the nation’s disease-surveillance systems to detect and then re-
sponds promptly to outbreaks. Public health laboratories need to be up-
graded, both to identify biological agents and to ensure that results are
quickly circulated. Considering that the nation’s public health infrastruc-
ture has been woefully underfunded for decades, these initiatives would
make considerable sense, even if there were no bioterrorism threat.

Other activities that the administration wants to fund are so small,
and the potential scientific benefits so large, that the expenditure is jus-
tified. Thus, spending $24 million for the National Institutes of Health to
research likely threat agents and develop new treatments for them makes
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considerable sense. Providing training and equipment to the country’s
largest cities as part of the National Domestic Preparedness program is
also good policy. Even if no terrorist attacks occur, the training will en-
hance local capabilities to respond to hazardous materials incidents.

The focus of our bioterrorism response policy ought
to be on programs that make sense even if the
nation never experiences a single bioterrorism attack.

Unfortunately, some programs the administration wants to fund will
provide tangible benefits only if a terrorist actually uses a biological
agent, and, thus, they require more scrutiny. This is true for devices de-
signed to provide rapid detection and identification of biological agents
in the field. The medical stockpile program, through which the CDC will
create reserves of antibiotics and certain vaccines, is more problematic.
Although the CDC is finding ways to reduce the cost of stocking antibi-
otics, the vaccines are extremely costly and could be useless. In the ab-
sence of adequate threat assessments, it’s impossible to know what types
of agents terrorists might use; a stockpile of anthrax and smallpox vac-
cines won’t do much good against tularemia or Marburg.

In the final analysis, there is a compelling need to enhance the na-
tion’s ability to contend with the possibility of biological terrorism. The
threat, however, is less compelling and not as imminent as often claimed.
And the threat is most likely to originate from a foreign government’s
bioweapons program. Given these uncertainties, we have almost no abil-
ity to predict the character of a bioterrorism attack. Therefore, greater ef-
fort needs to be made to justify spending on bioterrorism responses to en-
sure that the resources are spent wisely.
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55
The Media Direct 

U.S. Policy Regarding
Biological and 

Chemical Weapons
Stephen S. Hall

Stephen S. Hall is the science editor for the New York Times Sunday
Magazine, and author of such biological studies as Invisible Frontiers:
The Race to Synthesize a Human Gene and A Commotion in the
Blood: Life, Death, and the Immune System.

Science fiction novels, such as Richard Preston’s The Cobra Event,
have done much to exacerbate fears over America’s susceptibility
to attacks by biological and chemical weapons. President Bill Clin-
ton’s alarmist call to budget hundreds of millions of dollars to
safeguard the United States against such attacks in the year 2000
came suspiciously on the heels of his reading The Cobra Event. Yet
many experts agree that the catastrophic events described in these
works of science fiction could never occur; and the small-scale
scares involving chemical or biological agents that have actually
taken place all failed to cause mass deaths. Money set aside to pro-
tect against hypothetical attacks based in fiction would be better
spent battling common, real diseases that claim hundreds of thou-
sands of lives each year.

At a time when Hollywood producers jet in to script White House
speeches, it comes as no surprise that politics often gets conflated

with entertainment. But it may be surprising to learn that the nation’s
controversial new policy on bioterrorism was apparently inspired, at least
in part, by a work of fiction.

Bill Clinton’s enthusiasm for “black biology” arose largely from his
reading of a novel called The Cobra Event, according to an account in the
New York Times last August. The author, Richard Preston, has written sev-

Reprinted from “Science-Fiction Policy,” by Stephen S. Hall, Technology Review,
November/December 1998, vol. 101, no. 6. Reprinted with permission of Technology Review
conveyed through Copyright Clearance Center, Inc.
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eral estimable nonfiction books, including First Light, a superb account of
contemporary astronomy. But Preston is best known for The Hot Zone, a
best seller that introduced the lay public to the ebola virus.

Scarifying prose
The Hot Zone describes a 1989 outbreak of ebola virus in a monkey popu-
lation in Reston, Va., which—readers were led to believe—seemed des-
tined to lead to a biological holocaust in the surrounding suburbs. To be
fair, infectious disease experts were concerned that humans might indeed
become infected. But the hair-raising narrative tends to smudge a salient,
deflating fact: A number of humans had been exposed to the monkey
virus for up to six weeks before authorities even got wind of the problem,
whereas the incubation time for ebola is two to 21 days. Four animal han-
dlers did show signs of infection with the virus—but none became ill. The
account represents prodigious reporting, told in taut scarifying prose, all
in the service of . . . a nonevent.

It may be surprising to learn that the nation’s
controversial new policy on bioterrorism was
apparently inspired, at least in part, by a work of
fiction.

The Cobra Event is similarly scary, and also schizophrenic. Half of it
reads like fiction (a better than average page-turner and light-years more
sophisticated than The Andromeda Strain) and half like nonfiction (written
with the clarity and authority of Preston’s other nonfiction books). The
plot, boiled down to basics, has a deranged scientist testing a genetically
engineered bioweapon in New York City and Washington, D.C. This fic-
tional virus combines the worst traits of smallpox, common cold virus,
and a prolifically replicating insect virus, and comes seasoned with a ge-
netic glitch that causes the self-mutilating disorder known as Lesch-
Nyhan syndrome. People begin to die horrible deaths; their brains liquify
and they gnaw off their own lips, fingers and tongues.

Implausible scenario
Cobra is a clever concoction, but is it plausible? “No way in hell it would
work,” says C.J. Peters of the Centers for Disease Control and Prevention
in Atlanta, perhaps the world’s leading expert on “hot” viruses. Norton
Zinder, a molecular biologist at Rockefeller University who has worked on
viruses for half a century, agrees that a recombinant virus like Cobra “has
no probability of working,” and goes much further. “There is no evidence
that biological warfare is a useful weapon. These guys,” he says, referring
not only to popularizers but also to Defense Department bioterrorism ex-
perts in search of funding, “are making a living out of scaring people.”

It’s become commonplace to suggest in the media (as New Scientist
did not long ago) that “it’s only a matter of time before bioterrorists
strike.” But as the New York Times reported last May, they already have—
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and no one noticed. The Japanese cult Aum Shinrikyo launched at least
nine biological attacks in the early 1990s, using either anthrax spores or
the microbe that causes botulism; all such efforts failed. Smallpox and an-
thrax are legitimate concerns, but Aum Shinrikyo’s difficulties underscore
an often-overlooked point—bioweapons are difficult to make, even more
difficult to deploy, and much more unpredictable than a bomb. Further-
more, laboratory strains of viruses and bacteria are often coddled in ideal
culture conditions, but may not be so robust in the real world.

Yet the “threat industry,” as Zinder calls it, used fear to distort our
policy priorities. I asked C.J. Peters to give me a quick-and-dirty estimate
of total global human fatalities attributable to ebola, Lassa, and other he-
morrhagic viruses each year; his conservative educated guess was around
6,000, though possibly 10 times as high. By contrast, 3 million people
perished from tuberculosis and perhaps 2.7 million from malaria in 1997,
according to World Health Organization statistics; 2 million children die
from enteric diseases each year, 2 million die from respiratory infections,
and more than 800,000 kids under 5 die from measles. (All those illnesses,
by the way, are treatable and in some cases preventable.) Ebola, The Hot
Zone virus, claims approximately 25 lives a year.

Fiction influencing policy
Goaded by the merchants of fear, the Clinton administration has re-
quested $300 million in next year’s budget to begin stockpiling antibi-
otics, step up vaccine research and train state and local authorities to deal
with a chemical or biological weapons attack.

I like roller coasters as much as the next guy, but the vicarious plea-
sure of fear belongs in the province of entertainment, not public policy.
The devils we already know—TB, malaria, measles and so on—have ex-
acted many orders of magnitude more human suffering and mortality
than the devil we have yet to see. Instead of spending countless millions
on antibiotics and vaccines that might never be used, I’d like to see the
government spend that money on development of better vaccines for
common diseases and reforms of the economics that cripple drug devel-
opment and distribution for the developing world.
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An Attempt to 

Destroy Chemical 
Weapons Goes Awry

Kevin Whitelaw, Warren P. Strobel, and Brian Duffy

Kevin Whitelaw and Brian Duffy are reporters for U.S. News & World
Report. Duffy and fellow journalist Jim McGee co-authored Main Jus-
tice: The Men and Women Who Enforce the Nation’s Criminal
Laws and Guard Its Liberties. Strobel is a former White House corre-
spondent for the Washington Times and is currently a senior editor for
U.S. News & World Report. He is the author of Late-Breaking For-
eign Policy: The News Media’s Influence on Peace Operations.

In August 1998, American missiles fired from ships in the Red Sea
struck their intended target, the El Shifa pharmaceutical plant in
Sudan. The U.S. government claims the attack was in retaliation
for the bombings of U.S. embassies in Kenya and Tanzania which
occurred two weeks prior to the strike. The alleged mastermind be-
hind the attacks on the embassies was Saudi terrorist Osama bin
Laden, and the U.S. believed there was a link between bin Laden
and the El Shifa plant. In fact, the White House contends the El
Shifa plant was actually a chemical weapons facility that could
supply bin Laden’s organization with weapons of mass destruc-
tion intended primarily to be used against U.S. targets.

Yet after the attack, no evidence has surfaced to substantiate
the government’s claims that the plant was indeed manufacturing
chemical weapons. It appears that the attack may have been more
of a warning against Sudan because its government allegedly shel-
ters terrorists. Whatever its intention, the rash act backfired on
the United States as the Sudanese gained worldwide sympathy by
portraying themselves as the victim of unjust U.S. aggressions.

On August 20 last year [1998], 13 American cruise missiles slammed
into a dusty pharmaceutical plant in Sudan. The strike, the White

House said, was in retaliation for the bombings of the U.S. embassies in

Reprinted from “It Was a Direct Hit, but Was It the Right Target?” by Kevin Whitelaw, Warren P.
Strobel, and Brian Duffy, U.S. News & World Report, August 16–23, 1999, vol. 127, no. 7. Copyright
©1999 by U.S. News & World Report. Reprinted with permission. Visit us at our website
www.usnews.com for additional information.
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Kenya and Tanzania two weeks earlier. But many of the U.S. intelligence
analysts who keep tabs on African affairs were kept out of the loop, and
they were skeptical that the plant, known as El Shifa, was a chemical
weapons facility connected to the alleged terrorist Osama bin Laden. That
was the charge leveled by top U.S. officials at the time. Responding to
government critics of the strike, the CIA invited several analysts to a pre-
sentation by the agency’s scientific experts. They explained how U.S. in-
telligence had obtained a soil sample containing EMPTA, which is used to
make VX nerve gas. The meeting turned into a disaster. “It didn’t con-
vince anyone,” says an official who was present. “The iron curtain came
down after that.” It’s still down today. The administration’s evidence
against El Shifa remains secret—even to most American officials. What is
known isn’t encouraging. In the strike’s immediate aftermath, an infor-
mal review conducted by the State Department’s Bureau of Intelligence
and Research failed to turn up a single piece of evidence linking El Shifa
to chemical weapons or bin Laden. The bureau was discouraged from
even reporting its findings. Says one U.S. intelligence official, “To this
day, I don’t know” why they chose El Shifa.

Misguided retribution
Unlike the mistaken bombing of the Chinese Embassy in Belgrade in
May, the El Shifa bombing stems from more than an intelligence failure.
A staunch anti-Sudan policy left some senior State Department and Na-
tional Security Council aides inclined to believe the worst about the Is-
lamic government in Khartoum, government officials say. There’s plenty
of bad news, to be sure. Sudan has been accused of repeated human-rights
violations in its long-running civil war. It has been blamed for sparking a
deadly famine by cutting off aid flights. It allegedly harbors terrorists.

But what about El Shifa? Some current and former U.S. officials say
Washington developed a harder line against Sudan in 1995, after intelli-
gence agencies passed along reports of a possible assassination plot
against then National Security Adviser Anthony Lake. The alleged culprits
were Sudanese-based terrorists. The threat was never substantiated, but
around the same time, the U.S. Embassy in Khartoum was closed, virtu-
ally cutting off the flow of firsthand information from Sudan. From then
on, some officials say, the anti-Sudan line in Washington got harder. U.S.
policy makers dismissed many of Sudan’s overtures about peace negotia-
tions outright. And when Sudan finally signed the chemical weapons
treaty in May, the United States ignored it. Joe Sala, a former Africa expert
at the State Department, says this philosophy is simple: “It’s Sudan, and
we don’t like them.”

Elusive evidence
The decision to bomb El Shifa was made by fewer than a dozen top U.S.
officials. This meant that experts on both Sudan and chemical weapons
were not consulted about the government’s evidence. Over the past year,
White House officials, including National Security Adviser Sandy Berger,
have backed away from their charge that El Shifa was actually producing
chemicals for weapons as opposed to being a storage or transshipment
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point. But Clinton advisers insist they have seen no new evidence to un-
dercut their conclusion that the plant was linked to bin Laden and the
Iraqi chemical weapons program. Another factor, says one official,
“tipped the scales”: It could be struck with little risk of civilian casualties.

In the strike’s immediate aftermath, an informal
review conducted by the State Department’s Bureau
of Intelligence and Research failed to turn up a
single piece of evidence linking El Shifa to chemical
weapons or [terrorist Osama] bin Laden.

Still, virtually everything the administration said publicly about El
Shifa in the days after the attack has turned out to be wrong. At the time
of the attack, the United States did not know who owned the plant. No
evidence has surfaced to support claims that the plant was heavily se-
cured. And government spokesmen misspoke when they said El Shifa did
not produce legitimate pharmaceutical products, apparently unaware the
plant had a United Nations license to ship drugs to Iraq.

The key evidence touted by U.S. officials was a soil sample taken by a
CIA operative from the grounds of El Shifa that supposedly tested positive
for EMPTA. But tests by outside labs of samples taken after the bombing
have found no trace of EMPTA or any of its components. And the House
intelligence committee was told that the CIA’s original soil sample was so
small it was used up in the initial testing.

U.S. officials have been unable to publicly back up their assertions
that El Shifa’s owner, Saleh Idris, a Saudi Arabian businessman, is linked
to bin Laden. After the strike, the Treasury Department promptly froze
$24 million of his assets, alleging links to terrorists. Idris denied the
charges and sued the government. An intermediary spoke with White
House counsel Charles Ruff, who apparently helped release the assets in
May after obtaining an intelligence briefing.

An investigation by the security firm Kroll Associates, paid for by
Idris, turned up no evidence of any links between Idris and bin Laden ex-
cept very tenuous connections through distant third parties. Idris told
U.S. News that he plans to file a second lawsuit “very soon” seeking com-
pensation for his $30 million factory. “Everyone on the globe knows this
was a mistake,” he says.

Mission backfired
In the end, Sudan has benefited from the U.S. strike, gaining sympathy
from many other governments. But the Sudanese government remains its
own worst enemy. Khartoum banned aid flights to two war-torn regions
again last month, putting 150,000 people at risk of starvation. And a U.N.
team was sent to Sudan last week to investigate the government’s alleged
use of chemical weapons against the rebels.

In Washington, House and Senate intelligence committees are con-
tinuing to investigate the decisions leading to the attack. The strike rep-
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resents “a real lowering of the threshold for military action against coun-
tries with whom we have a disagreement,” says one congressional aide
with access to intelligence reports. But if anything, Congress is even more
anti-Sudan than the administration. Both houses have overwhelmingly
condemned Sudan within the past two months and called for U.S. sup-
port to the rebels. For now, any comprehensive scrutiny of the missile
strike remains unlikely.
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77
Decreasing U.S. Intervention

Overseas Will Reduce the
Threat of Terrorist Attacks

Ivan Eland

Ivan Eland is the Director of Defense Policy Studies at Washington
D.C.’s Cato Institute.

According to a Department of Defense study there is a strong cor-
relation between U.S. intervention in foreign affairs and the num-
ber of terrorist acts against Americans. In the past, such acts typi-
cally involved conventional weapons and claimed relatively few
lives, and were therefore deemed annoyances rather than cata-
strophes. However, now that biological weapons are garnering
worldwide attention, the government should rightfully fear the
possibility that terrorists may begin to use such devices against
American soil. This potential threat could be minimized if the
United States would change its foreign policy to avoid meddling
in international disputes in which America’s vital interests are not
at stake. By removing terrorists’ motivation, the U.S. could escape
retaliatory attacks involving such catastrophic weapons of mass
destruction.

Several government reports have emphasized the need for increased na-
tional attention to the defense of the American homeland. That mis-

sion has not been prominent since the 1950s, but the proliferation of
technology for creating weapons of mass destruction—chemical, biologi-
cal, or nuclear—has reawakened interest in protecting the homeland.

According to a study completed for the Department of Defense
(DoD), historical data show a strong correlation between American in-
volvement in international situations and terrorist attacks against the
U.S. Once regarded as pinpricks by great powers, attacks by terrorist
groups could be catastrophic for the American homeland. Terrorists can
obtain the technology for weapons of mass destruction and will have
fewer qualms about using them to cause massive casualties. Assistant Sec-

Reprinted from “Defending Other Nations: The Risk to America’s Homeland,” by Ivan Eland, USA
Today magazine, September 1998, vol. 127, no. 2640. Copyright ©1998 by the Society for the
Advancement of Education. Reprinted with permission.
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retary of Defense for Reserve Affairs Deborah Lee maintains that such
events are almost certain to occur. It will be extremely difficult to deter,
prevent, detect, or mitigate such actions.

As a result, there has been a dramatic change in the strategic envi-
ronment for the U.S. Even the weakest terrorist group can cause massive
destruction in the homeland of a superpower. Yet, the U.S. continues to
threaten to intervene or actually intervene militarily in foreign conflicts
all over the globe that are irrelevant to American vital interests—for ex-
ample, in the ongoing crisis with Iraq over weapons inspections. Such an
interventionist foreign policy provokes hostility from certain factions or
groups within the affected countries.

Military restraint
To satisfy what should be the first priority of any security policy—pro-
tecting the homeland and its people—the U.S. should adopt a policy of
military restraint. That would entail intervening only as a last resort when
truly vital interests are at stake. To paraphrase Anthony Zinni, the com-
mander of American forces in the Middle East, the U.S. should avoid mak-
ing enemies, but should not be kind to those that arise. According to a
statement made by Secretary of Defense William Cohen in the Depart-
ment of Defense’s November, 1997, report, Proliferation: Threat and Re-
sponse: “With advanced technology and a smaller world of porous bor-
ders, the ability to unleash mass sickness, death, and destruction today
has reached a far greater order of magnitude. A lone madman or nest of
fanatics with a bottle of chemicals, a batch of plague-inducing bacteria,
or a crude nuclear bomb can threaten or kill tens of thousands of people
in a single act of malevolence.

“These are not far-off or far-fetched scenarios. They are real—here
and now. Weapons of mass destruction already have spread into new
hands. As the new millennium approaches, the United States faces a
heightened prospect that regional aggressors, third-rate armies, terrorist
cells, and even religious cults will wield disproportionate power by us-
ing—or even threatening to use—nuclear, biological, or chemical
weapons against our troops in the field and our people at home.

Historical data show a strong correlation between
American involvement in international situations
and terrorist attacks against the U.S.

“America’s military superiority cannot shield us completely from this
threat. Indeed, a paradox of the new strategic environment is that Amer-
ican military superiority actually increases the threat of nuclear, biologi-
cal, and chemical attack against us by creating incentives for adversaries
to challenge us asymmetrically. These weapons may be used as tools of
terrorism against the American people.”

Although the U.S.’s military superiority contributes to the increased
likelihood of a terrorist attack by nuclear, biological, or chemical means,
it is the interventionist foreign policy that the military power carries out

Decreasing U.S. Intervention Overseas 51

Bio/Chem Weapons ENTIRE BOOK  2/11/04  12:02 PM  Page 51



that is the real culprit. That point was acknowledged by the Defense Sci-
ence Board study for Undersecretary of Defense for Acquisition and Tech-
nology Jacques S. Gansler, DoD’s Responses to Transnational Threats: “As
part of its global superpower position, the United States is called upon fre-
quently to respond to international causes and deploy forces around the
world. America’s position in the world invites attack simply because of its
presence. Historical data show a strong correlation between U.S. involve-
ment in international situations and an increase in terrorist attacks
against the United States.”

Lee put it even more strongly: “Counterterrorism specialists define
the problem not as a question of if, but of when and where such attacks
will take place.” Biological and chemical weapons can be produced easily
and inexpensively employing commercially available raw materials and
technologies in comparatively small facilities used for developing mun-
dane commercial products. There are many such facilities capable of mak-
ing chemical and biological weapons in the world. Nuclear material is
harder to get than biological or chemical precursors, but it is becoming
more available because of the deteriorating conditions in the nations of
the former Soviet Union.

In addition to the ease with which terrorists can obtain weapons of
mass destruction, they have become more willing and able to inflict mas-
sive casualties using such weapons. Seth Carus, an expert on biological
terrorism at the National Defense University, notes that, “First, there are
terrorists who want to kill large numbers of people. There have been
such groups in the past, but there appear to be a growing number who
want mass casualties. The World Trade Center and Oklahoma City
bombings both were conducted by people who had no compunction
about mass killing. Second, the technological sophistication of the ter-
rorist group is growing.”

A terrorist attack with weapons of mass destruction—almost impossi-
ble to deter, detect in a timely fashion, prevent, or mitigate—against a tar-
get in the U.S. could make the World Trade Center attack, or even the Ok-
lahoma City bombing, seem minor by comparison. Casualties could
range from the tens of thousands to the millions. According to Cohen,
five pounds of the biological weapon anthrax could annihilate half the
population of Washington, D.C.

Thus, the only viable way to reduce the very real threat of such an at-
tack is to reduce U.S. interference in the disputes and conflicts of other
nations. According to Matthew Meselson, a geneticist at Harvard Univer-
sity and co-publisher of the journal The CBW Conventions Bulletin, which
tracks chemical and biological arms, “The best protection would be if we
didn’t have any angry people or countries in the world.” Thus, military
intervention should be confined to the rare cases when American vital in-
terests are at stake.

Impossibility of eliminating the threat
The intense interest of the international community and the most re-
lentless inspections in history have been focused on Iraq’s weapons of
mass destruction programs. The spotlight has been much greater than
that under the normal enforcement of international agreements designed
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to stem proliferation. Even so, the international community never will be
assured that all of Saddam Hussein’s weapons and the facilities needed to
make them have been uncovered and destroyed. In fact, the sole reason
the international community knew about Saddam’s biological weapons
program was that his son-in-law defected and revealed its existence.

Despite the extensive efforts to determine the location of Iraqi
weapon stockpiles and production facilities, information is far from com-
plete. “Put bluntly, we don’t really know what Iraq has. And that’s the
heart of the problem,” indicates Charles Duelfer, deputy chief of the UN’s
Special Commission in charge of inspecting suspected Iraqi sites. Biolog-
ical weapons, for instance, can be manufactured quickly and hidden, and
they can be destroyed quickly if in danger of being found by inspectors.

To satisfy what should be the first priority of any
security policy—protecting the homeland and its
people—the U.S. should adopt a policy of military
restraint.

Even military action—bombing—is unlikely to wipe out Iraq’s chem-
ical and biological weapons labs, which are small, mobile, and easily hid-
den. During the most recent crisis with Iraq, U.S. Air Force officials ad-
mitted that they did not know the location of the remaining facilities and
that any successful air strikes would have been by accident.

In the unlikely event that the international community did succeed
in destroying all existing stockpiles and facilities, Saddam could produce
more chemical and biological agents using readily available commercial
technologies after the inspectors left. Gen. Henry Shelton, chairman of
the Joint Chiefs of Staff, admitted how easy it would be for Iraqi techni-
cians to transform a hospital, veterans clinic, or fertilizer plant into a fa-
cility for making anthrax or mustard gas weapons: “You can convert one
of them quickly and resume making chemical or biological weapons. One
day he’s making fertilizer, the next day chemical [weapons], and the next
day fertilizer.”

If Saddam can conduct those weapons programs under such close
scrutiny, other rogue nations—and especially terrorist groups sponsored by
such countries or acting independently—are likely to be at least as success-
ful in doing so. Even if inspectors became a permanent fixture in Iraq, the
international community does not have the energy or resources to conduct
such ongoing inspections in every nation it suspects of developing—or har-
boring terrorists that are developing—chemical or biological weapons.

Thus, Iraq and other rogue states are likely to possess biological or
chemical weapons. In fact, it is unclear why the U.S. has singled out Iraq.
Syria, Libya, and Iran also are likely to have either chemical or biological
weapons. However, Iraq and the other rogue nations have no missiles
that could carry biological or chemical weapons far enough to strike the
U.S. Even if they did, they probably would hesitate to launch them
against America because the U.S. could detect the origin of such missiles
and retaliate with nuclear weapons.

Any sort of U.S. military action against those nations designed to de-
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stroy biological and chemical weapons would fail (as noted above) and
might even be counterproductive. In retaliation for American military
strikes, any rogue state could sponsor a terrorist attack against the U.S. us-
ing chemical or biological agents. Richard Butler, head of the UN Special
Commission’s weapons inspection team in Iraq, asserted that everyone
wonders what kind of delivery system that nation may have for biologi-
cal weapons, yet the best delivery system would be a suitcase left in the
Washington subway.

The operations of terrorist groups (and the nations that sponsor them)
are notoriously hard to penetrate, even with human intelligence agents.
Furthermore, during the Cold War, such U.S. capabilities eroded as the in-
telligence agencies relied more on the high technology of electronic and
satellite systems to monitor the U.S.S.R. Such collection systems are not
good at detecting chemical and biological manufacturing and storage sites.
Thus, the Defense Science Board argues that the government’s primary ef-
forts should be in “consequence management”—mitigating the effects of
chemical and biological attacks with detectors, protective clothing, vac-
cines, and medical treatment—because prevention and interdiction
through intelligence efforts are likely to be too difficult.

Detecting and mitigating the effects of an attack with weapons of
mass destruction is a near impossible task. It is easy to smuggle the mate-
rials needed to make them into the U.S. The quantities are small, and
America’s borders are thousands of miles long.

America is vulnerable
Once the nuclear, biological, or chemical material has been smuggled
into the U.S., several dissemination methods are possible. While a bomb
would be needed to make nuclear material achieve critical mass, it is pos-
sible to design a nuclear weapon that is small enough to fit in a satchel.
Barring that method, any ship or vehicle could be used to deliver a crude
nuclear bomb into a large metropolitan area. Even a conventional truck
bomb could be used to spread medical radiological waste over a wide area.

A truck with a sprayer could be used to deliver toxic chemical agents.
Along with placing plastic bags filled with sarin nerve agent in the Tokyo
subway, a Japanese religious cult used this method. Chemical agents
could be dispersed from a crop-dusting aircraft or rooftop sprayer. Al-
though it is somewhat more complex to disseminate biological agents
than chemical agents, the same methods of delivery could be used.

The only viable way to reduce the very real threat of
[biological] attack is to reduce U.S. interference in
the disputes and conflicts of other nations.

Detecting a biological or chemical attack in time to save the thou-
sands, tens of thousands, or even millions of people who otherwise would
die is a daunting task. For a biological incident, the first indication that
an attack has occurred may show up a couple of days after the release of
the germs—when people start coming to hospital emergency rooms with
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respiratory problems. By the time the symptoms are visible, however, it
often is too late to administer an antidote. Vaccines for specific agents are
available, but it is impractical to vaccinate the entire population for all
possible biological agents, and terrorists could bioengineer new organ-
isms that are resistant to vaccines or antidotes. For chemical incidents,
decontaminating victims or giving them antidotes must be done quickly
or the patient will die. For both biological and chemical incidents, de-
contamination often is slow and the large quantities (tons) of the specific
antidote needed for each of the many possible agents are likely to be ex-
pensive and either not at hand or unavailable rapidly. Buying protective
clothing for 270,000,000 Americans to shield them from chemical and bi-
ological attack would be expensive and might not be very effective.

George Washington and Thomas Jefferson believed
that, if the U.S. stayed out of the affairs of other
countries, those nations, in turn, would have less of
an excuse to get involved in the affairs of America.

The independent National Defense Panel is pessimistic that any de-
fense against terrorist attacks using weapons of mass destruction would
be viable: “No defense will ever be so effective that determined adver-
saries, such as terrorists bent on making a political statement, will not be
able to penetrate it in some fashion.” Even one such penetration by ter-
rorists could be catastrophic.

Comments by Joshua Lederberg, a Nobel Laureate at the National
Academy of Sciences, about bioterrorism easily could apply to other
weapons of mass terror: “There is no technical solution to the problem of
biological weapons. It needs an ethical, human, and moral solution if it’s
going to happen at all. Don’t ask me what the odds are for an ethical so-
lution, but there is no other solution. But would an ethical solution ap-
peal to a sociopath?”

Noninterventionist foreign policy
Because it is extremely difficult to deter, prevent, or mitigate an attack by
terrorists using weapons of mass destruction, the U.S. should lessen the
chances that such groups would be motivated to conduct such an attack
in retaliation for American intervention abroad. This can be done by us-
ing military force overseas just when U.S. vital interests are at stake. This
policy was followed for the better part of the first 165 years of the nation’s
history. George Washington and Thomas Jefferson believed that, if the
U.S. stayed out of the affairs of other countries, those nations, in turn,
would have less of an excuse to get involved in the affairs of America. Only
during the 50 years of the Cold War was this policy turned on its head in
favor of intervention anywhere and everywhere all over the world in the
name of fighting global communism. The Cold War is over, but U.S. for-
eign policy remains on autopilot. The U.S. military is busier than it was
during the Cold War, even though no rival superpower exists to capitalize
on “instability” anywhere in the world. The interventionist foreign policy
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that was an aberration in American history now seems like the norm.
The National Defense Panel, in arguing for a re-emphasis on home-

land defense, noted that “protecting the territory of the United States and
its citizens from ‘all enemies both foreign and domestic’ is the principal
task of government.” Yet, by protecting everyone in the world, the U.S. is
endangering its own citizens. America must abandon its policy of being a
military nanny in every area of the world. The U.S. government’s exces-
sively interventionist foreign policy undermines what should be its first
priority in order to reap amorphous gains by “enhancing stability” or
“promoting democracy” in far away places.

As the Senate’s Committee on Governmental Affairs noted in its pub-
lication the Proliferation Primer, the U.S.—like Gulliver—has become a vul-
nerable giant. Are such questionable interventions overseas really worth
the potential catastrophic consequences to the American people? The an-
swer is a resounding “No.”
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88
The Migration of Russian

Biological Weapons Experts
Is a Serious Threat

Jonathan B. Tucker

Jonathan B. Tucker directs the CBW (Chemical and Biological Weapons)
Nonproliferation Project at the Center for Nonproliferation Studies, which
is part of the Monterey Institute of International Studies in Monterey, Cal-
ifornia. He has written a few books, including Toxic Terror: Assessing
Terrorist Use of Chemical and Biological Weapons.

During the Cold War, the Soviet Union’s vigorous biological war-
fare program was of grave concern to the United States. Now that
the Soviet Union has collapsed, America must worry over the po-
tential leaks of that “bioweapon” knowledge and technology to
foreign governments or terrorist organizations. Of prime consid-
eration are the number of newly-unemployed Soviet scientists
who could defect to foreign countries willing to pay for their ex-
pertise in creating biological weapons. American authorities also
fear that these scientists may smuggle biological agents or tech-
nology out of the country and into the hands of rogue states or
terrorist groups willing to use them. To counter the potential mi-
gration, the United States is funding programs in Russia to keep
Soviet scientists employed in peaceful research, sometimes in col-
laboration with American scientists. The U.S. government hopes
that such measures will persuade Soviet researchers to remain in
their native land and allow U.S. experts unprecedented access to
previously guarded Soviet knowledge.

For nearly two decades, the former Soviet Union and then Russia main-
tained an offensive biological warfare (BW) program in violation of an

international treaty, the 1972 Biological and Toxin Weapons Conven-
tion. In addition to five military microbiological facilities under the con-
trol of the Soviet Ministry of Defense (MOD), a complex of nearly 50 sci-
entific institutes and production facilities worked on biological weapons

Reprinted from “Bioweapons from Russia: Stemming the Flow,” by Jonathan B. Tucker, Issues in
Science and Technology, Spring 1999, pp. 34–38, vol. 15, no. 3. Copyright ©1999 by the University
of Texas at Dallas, Richardson, TX. Reprinted with permission.
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under the cover of the Soviet Academy of Sciences, the Ministry of Agri-
culture, the Ministry of Health, and an ostensibly civilian pharmaceutical
complex known as Biopreparat. The full magnitude of this top-secret pro-
gram was not revealed until the defection to the West of senior
bioweapons scientists in 1989 and 1992.

Today, the legacy of the Soviet BW program, combined with contin-
ued economic displacement, poses a serious threat of proliferation of re-
lated know-how, materials, and equipment to outlaw states and possibly
to terrorist groups. The three primary areas of concern are the “brain
drain” of former BW specialists, the smuggling of pathogenic agents, and
the export or diversion of dual-use technology and equipment. Although
the U.S. government is expanding its nonproliferation activities in this
area, far more needs to be done.

The Soviet BW complex
The nonmilitary Soviet BW complex comprised 47 facilities, with major
R&D centers in Moscow, Leningrad, Obolensk, and Koltsovo (Siberia) and
standby production facilities in Omutninsk, Pokrov, Berdsk, Penza, Kur-
gan, and Stepnogorsk (Kazakhstan). According to Kenneth Alibek (for-
merly known as Kanatjan Alibekov), the former deputy director for sci-
ence of Biopreparat, a total of about 70,000 Soviet scientists and
technicians were employed in BW-related activities in several state insti-
tutions. Biopreparat employed some 40,000 people, of whom about 9,000
were scientists and engineers; the MOD had roughly 15,000 employees at
the five military microbiological institutes under its control; the Ministry
of Agriculture had about 10,000 scientists working on development and
production of anticrop and antilivestock weapons; the institutes of the
Soviet Academy of Sciences employed hundreds of scientists working on
BW-related research; and additional researchers worked on biological
weapons for the Anti-Plague Institutes of the Soviet Ministry of Health,
the Ministry of Public Culture, and other state institutions. Even the KGB
had its own BW research program, which developed biological and toxin
agents for assassination and special operations under the code name
Flayta (“flute”). Ph.D.-level scientists were in the minority, but techni-
cians acquired sensitive knowledge about virulent strains or the design of
special bomblets to be used to disseminate biological agents.

The legacy of the Soviet BW program, combined
with continued economic displacement, poses a
serious threat of proliferation of related know-how,
materials, and equipment to outlaw states and
possibly to terrorist groups.

According to defector reports, Soviet military microbiologists did re-
search on about 50 disease agents, created weapons from about a dozen,
and conducted open-air testing on Vozrozhdeniye Island in the Aral Sea.
Beginning in 1984, the top priority in the five-year plan for the Bio-
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preparat research institutes was to alter the genetic structure of known
pathogens such as plague and tularemia to make them resistant to West-
ern antibiotics. Soviet scientists were also working to develop entirely new
classes of biological weapons, such as “bioregulators” that could modify
human moods, emotions, heart rhythms, and sleep patterns. To plan for
the large-scale production of BW agents in wartime, Biopreparat estab-
lished a mobilization program. By 1987, the complex could produce 200
kilograms of dried anthrax or plague bacteria per week if ordered to do so.

The specter of brain drain
In April 1992, Russian President Boris Yeltsin officially acknowledged the
existence of an offensive BW program and issued an edict to dismantle
these capabilities. As a result of Yeltsin’s decree and the severe weakness of
the Russian economy, the operating and research budgets of many bio-
logical research centers were slashed, and thousands of scientists and tech-
nicians stopped being paid. From the late 1980s to 1994, for example, the
State Research Center for Virology and Biotechnology (“Vector”) in
Koltsovo lost an estimated 3,500 personnel. Similarly, between 1990 and
1996, the State Research Center for Applied Microbiology in Obolensk lost
54 percent of its staff, including 28 percent of its Ph.D. scientists.

This drastic downsizing raised fears that former Soviet bioweapons
experts, suffering economic hardship, might be recruited by outlaw states
or terrorist groups. In congressional testimony in 1992, Robert Gates,
then director of the U.S. Central Intelligence Agency, expressed particu-
lar concern about “bioweaponeers” whose skills have no civilian coun-
terpart. According to Andrew Weber, special advisor for threat reduction
policy at the Pentagon, about 300 former Biopreparat scientists have em-
igrated from the former Soviet Union to the United States, Europe, and
elsewhere, but no one knows how many have moved to countries of BW
proliferation concern. Despite the lack of information about the where-
abouts of former bioweapons scientists, some anecdotes are troubling. For
example, in his 1995 memoir, former Obolensk director Igor V. Do-
maradskij reported that in March 1992, desperate for work, he offered to
sell his services to the Chinese Embassy in Moscow. He made a similar of-
fer in May 1993 to Kirsan Ilyumzhin, president of the Kalmyk Republic
within the Russian Federation, but reportedly received no response to ei-
ther inquiry.

Some directors of former BW research centers have sought to keep
their top talent intact by dismissing more junior scientists and techni-
cians. Yet because of the Russian economic crisis, which worsened in Au-
gust 1998 with the collapse of the ruble, even high-level scientists are not
being paid their $100 average monthly salaries.

Iranian recruitment efforts
Iran has been particularly aggressive about recruiting former Soviet
bioweapons scientists. The London Sunday Times reported in its August 27,
1995 edition that by hiring Russian BW experts, Iran had made a “quan-
tum leap forward” in its development of biological weapons by proceed-
ing directly from basic research to production and acquiring an effective
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delivery system. More recently, an article published in the December 8,
1998 edition of the New York Times alleged that the government of Iran
has offered former BW scientists in Russia, Kazakhstan, and Moldova jobs
paying as much as $5,000 a month, which is far more than these people
can make in a year in Russia. Although most of the Iranian offers were re-
buffed, Russian scientists who were interviewed said that at least five of
their colleagues had gone to work in Iran in recent years. One scientist de-
scribed these arrangements as “marriages of convenience, and often of
necessity.”

According to the New York Times, many of the initial contacts with
the former Biopreparat institutes were made by Mehdi Rezayat, an
English-speaking pharmacologist who claims to be a “scientific advisor”
to Iranian President Mohammed Khatami. Iranian delegations who vis-
ited the institutes usually expressed interest in scientific exchanges or
commercial contacts, but two Russian scientists said that they had been
specifically invited to help Iran develop biological weapons. Of particular
interest to the Iranians were genetic engineering techniques and microbes
that could be used to destroy crops. In 1997, for example, Valeriy Lipkin,
deputy director of the Russian Academy of Sciences Institute of Bioor-
ganic Chemistry, was approached by an Iranian delegation that expressed
interest in genetic engineering techniques and made tempting proposals
for him and his colleagues to come and work for a while in Tehran. Lip-
kin states that his institute turned down the Iranian proposals.

Nevertheless, evidence collected by opposition groups within Iran
and released publicly in January 1999 by the National Council of Resis-
tance indicates that Brigadier General Mohammed Fa’ezi, the Iranian gov-
ernment official responsible for overseas recruitment, has signed up sev-
eral Russian scientists, some of them on one-year contracts. According to
this report, Russian BW experts are working for the Iranian Ministry of
Defense Special Industries Organization, the Defense Ministry Industries,
and the Pasteur Institute. Moreover, on January 26, 1999, the Moscow
daily Kommersant reported that in 1998, Anatoliy Makarov, director of the
All-Russia Scientific Research Institute of Phytopathology, led a scientific
delegation to Tehran and gave the Iranians information related to the use
of plant pathogens to destroy crops.

Novel forms of brain drain
Although the scale and scope of the Russian brain drain problem are hard
to assess from unclassified sources, early assumptions about the phenom-
enon appear to have been wrong. Some scientists have moved abroad, but
the predicted mass exodus of weapon specialists has not materialized.
One reason is that few Russians want to leave family and friends and live
in an alien culture, even for more money. Some evidence suggests, how-
ever, that brain drain may be taking novel forms.

First, foreign governments are not merely recruiting Russia’s under-
paid military scientists to emigrate to those countries but are enlisting
them in weapons projects within Russia’s own borders. Former BW scien-
tists living in Russia have been approached by foreign agents seeking in-
formation, technology, and designs, often under the cover of legitimate
business practices to avoid attracting attention.
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Second, some weapons scientists could be moonlighting by modem:
that is, supplementing their meager salaries by covertly supporting for-
eign weapons projects on the margins of their legitimate activities. This
form of brain drain is based on modern communication techniques, such
as e-mail and faxes, which are available at some of the Russian scientific
institutes.

Iran has been particularly aggressive about recruiting
former Soviet bioweapons scientists.

Third, bioweapons scientists could be selling access to, or copies of,
sensitive documents related to BW production and techniques for creat-
ing weapons. Detailed “cookbooks” would be of great assistance to a
country seeking to acquire its own biological arsenal. Despite Yeltsin’s
edict requiring the elimination of all offensive BW materials, a 1998
article in the Russian magazine Sovershenno Sekretno alleged that archives
related to the production of biological agents have been removed from
the MOD facilities at Kirov and Yekaterinburg and from a number of Bio-
preparat facilities and put in long-term storage.

Diversion of agents and equipment
Another disturbing possibility is that scientists could smuggle Russian
military strains of biological agents to outlaw countries or terrorist groups
seeking a BW capability. Obtaining military seed cultures is not essential
for making biological weapons, because virulent strains can be obtained
from natural sources. According to Alibek, however, Soviet bioweapons
specialists modified a number of disease agents to make them particularly
deadly: for example, by rendering them resistant to standard antibiotic
therapies and to environmental stresses.

Because a seed culture of dried anthrax spores could be carried in a
sealed plastic vial the size of a thumbnail, detecting such contraband at a
border is almost impossible. Unlike fissile materials, biological agents do
not give off telltale radiation nor do they show up on x-rays. The article in
Sovershenno Sekretno claims that “Stealing BW is easier than stealing change
out of people’s pockets. The most widespread method for contraband trans-
port of military strains is very simple—within a plastic cigarette package.”

Smuggling of military strains out of secure facilities in Russia has al-
ready been alleged. Domaradskij’s memoir states that in 1984, when se-
curity within the Soviet BW complex was extremely high, a scientist
named Anisimov developed an antibiotic-resistant strain of tularemia at
the military microbiological facility in Sverdlovsk (now Yekaterinburg).
He was then transferred to a Biopreparat facility, but because he wanted
to get a Ph.D. degree for his work on tularemia, he stole a sample of the
Sverdlovsk strain and brought it with him to his new job. When accused
of the theft, Anisimov claimed innocence, but analysis of his culture re-
vealed that it bore a biochemical marker unique to the Sverdlovsk strain.
Despite this compelling evidence, senior Soviet officials reportedly cov-
ered up the incident.
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The more than 15,000 viral strains in the culture collection at the
Vector virology institute include a number of highly infectious and lethal
pathogens such as the smallpox, Ebola, and Marburg viruses, the theft or
diversion of which could be catastrophic. Because of current concerns
about the possible smuggling of military seed cultures, the U.S. govern-
ment is spending $1.5 million to upgrade physical security and account-
ing procedures for the viral culture collection at Vector and plans to in-
vest a similar amount in enhanced security at Obolensk.

Another troubling development has been the export by Russia of dual-
use technology and equipment to countries of BW proliferation concern.
For example, in the fall of 1997, weapons inspectors with the United Na-
tions Special Commission on Iraq (UNSCOM) uncovered a confidential
document at an Iraqi government ministry describing lengthy negotia-
tions with an official Russian delegation that culminated in July 1995, in
a deal worth millions of dollars, in the sale of a 5,000-liter fermentation
vessel. The Iraqis claimed that the fermentor would be used to manufac-
ture single-cell protein (SCP) for animal feed, but before the 1991 Persian
Gulf War, Iraq used a similar SCP plant at a site called Al Hakam for large-
scale production of two BW agents, anthrax and botulinum toxin. It is not
known whether the Russian fermentor ordered by Iraq was ever delivered.

Efforts to stem brain drain
To counter the recruiting of Russian BW scientists by Iran and other pro-
liferant states, the United States has begun to expand its support of sev-
eral programs designed to keep former BW experts and institutes gainfully
employed in peaceful research activities. The largest effort to address the
brain drain problem is the International Science and Technology Center
(ISTC) in Moscow. Funded by private companies and by the governments
of Russia, the United States, the European Union, Japan, South Korea, and
Norway, the ISTC became operational in August 1992. Since then, the
center has spent nearly $190 million on projects that include small re-
search grants (worth about $400 to $700 a month) so that former weapons
scientists can pursue peaceful applications of their expertise.

Stealing BW is easier than stealing change out of
people’s pockets. The most widespread method for
contraband transport of military strains [of virulent
toxins] is very simple—within a plastic cigarette
package.

The initial focus of the ISTC was almost exclusively on nuclear and
missile experts, but in 1994 the center began to include former BW facil-
ities and scientists. Because of dual-use and oversight concerns, this effort
proceeded slowly; by 1996, only 4 percent of the projects funded by the
ISTC involved former bioweapons specialists. In 1998, however, the pro-
portion of biologists rose to about 15 percent, and they now constitute
1,055 of the 17,800 scientists receiving ISTC grants. Although the
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stipends are far less than what Iran is offering, U.S. officials believe that
the program is attractive because it allows Russian scientists to remain at
home. Even so, the current level of funding is still not commensurate
with the gravity of the BW proliferation threat.

Another ISTC program, launched in 1996 by the U.S. National Acad-
emy of Sciences (NAS) with funding from the U.S. Department of De-
fense, supports joint research projects between Russian and U.S. scientists
on the epidemiology, prophylaxis, diagnosis, and therapy of diseases as-
sociated with dangerous pathogens. Eight pilot projects have been suc-
cessfully implemented, and the Pentagon plans to support a number of
additional projects related primarily to defenses against BW. The ratio-
nale for this effort is to stem brain drain, to increase transparency at for-
mer Soviet BW facilities, to benefit from Russian advances in biodefense
technologies, and—in the words of a 1997 NAS report—to help reconfig-
ure the former Soviet BW complex into a “less diffuse, less uncertain, and
more public-health oriented establishment.”

Other programs to engage former Soviet BW expertise are being funded
by the U.S. Defense Advanced Research Projects Agency, the Agricultural
Research Service of the U.S. Department of Agriculture, and the U.S. De-
partment of Energy’s Initiatives for Proliferation Prevention Program,
which promotes the development of marketable technologies at former
weapons facilities. The U.S. Department of Health and Human Services is
also interested in supporting Russian research on pathogens of public
health concern. In fiscal year 1999, the Clinton administration plans to
spend at least $20 million on scientist-to-scientist exchanges, joint research
projects, and programs to convert laboratories and institutes.

Without Western financial support, security at the
former BW institutes could deteriorate to dangerous
levels.

Some conservative members of Congress oppose collaborative work
between U.S. and Russian scientists on hazardous infectious diseases be-
cause they could help Russia to keep its BW development teams intact.
But supporters of such projects such as Anne Harrington, Senior Coordi-
nator for Nonproliferation/Science Cooperation at the Department of
State, counter that Russia will continue to do research on dangerous
pathogens and that it is in the U.S. interest to engage the key scientific
experts at the former BW institutes and to guide their work in a peaceful
direction. Collaborative projects have greatly enhanced transparency by
giving U.S. scientists unprecedented access to once top-secret Russian lab-
oratories. Moreover, without Western financial support, security at the
former BW institutes could deteriorate to dangerous levels.

Given the continued BW proliferation threat from the former Soviet
Union, the United States and other partner countries should continue
and broaden their engagement of former BW research and production fa-
cilities in Russia, Kazakhstan, Uzbekistan, and Moldova. Because the line
between offensive and defensive research on BW is defined largely by in-
tent, however, ambiguities and suspicions are bound to persist. To allay
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these concerns, collaborative projects should be structured in such a way
as to build confidence that Russia has abandoned offensively oriented
work. In particular, it is essential that scientific collaborations with for-
mer BW experts and facilities be subjected to extensive oversight, includ-
ing regular unimpeded access to facilities, personnel, and information.

The United States should encourage and assist
Russia to strengthen its export controls on sales of
dual-use equipment [that could be used to
manufacture pharmaceuticals or biological weapons]
to countries of BW proliferation concern.

At the same time, the United States should continue to work through
bilateral and multilateral channels to enhance the transparency of Russia’s
past offensive BW program and its current defensive activities. An impor-
tant first step in this direction was taken on December 17, 1998, when U.S.
and Russian military officials met for the first time at the Russian Military
Academy of Radiological, Chemical and Biological Defense in Tambov and
agreed in principle to a series of reciprocal visits to military biodefense fa-
cilities in both countries. The U.S. government should explore ways of
broadening this initial constructive contact. Finally, the United States
should encourage and assist Russia to strengthen its export controls on
sales of dual-use equipment to countries of BW proliferation concern.

ISTC programs are pioneering a new type of arms control based on
confidence building, transparency, and scientific collaboration rather
than negotiated agreements and formal verification measures. This ap-
proach is particularly well suited to the nonproliferation of biological
weapons, which depends to a large extent on individual scientist’s deci-
sions not to share sensitive expertise and materials.
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99
A Nuclear Arsenal Is 
Needed to Counter a

Biological Weapons Threat
David C. Gompert

David C. Gompert is vice president of the Rand Corporation in Santa
Monica, California, where he runs the National Security Research Divi-
sion. He served as senior director for Europe and Eurasia on the Na-
tional Security Council staff during the Bush administration. This
article is an expansion of a paper written for the Strategic Forum of the
National Defense University. It is based on ideas he developed with for-
mer Rand colleagues, Dean Wilkening and Kenneth Watman.

During the Cold War a nuclear arsenal was a means to deter the
Soviet Union from launching a nuclear strike against the United
States. Now that the Soviet Union has disintegrated, America
should not stand down its nuclear deterrence. Indeed, even if the
United States no longer fears nuclear attack, it should have great
concern over attack by other weapons of mass destruction. The
United States should utilize its nuclear superiority as a tool to dis-
suade terrorist nations or other superpowers from using biological
weapons against U.S. targets. And by maintaining the potential of
a first-use policy, America will warn rogue states that the response
to a biological weapons attack would be swift and catastrophic.

Although nuclear arms control negotiations have stalled in recent
years, U.S. and Russian nuclear arsenals have been greatly reduced.

That suggests that nuclear weapons now have—and will continue to
have—a reduced role in world affairs. That is surely a good thing. But pre-
cisely what that role will be remains unclear.

Many arms control enthusiasts, and undoubtedly the majority of the
Bulletin’s readers, believe that a declaratory policy of “no-first-use” of nu-
clear weapons—pledging never to use nuclear weapons except in retalia-
tion against a nuclear attack—is a critical step in assuring nuclear peace.

But that would be a risky strategy. Attempting to lower the danger of

Reprinted by permission of The Bulletin of Atomic Scientists, from “Sharpen the Fear,” by David C.
Gompert, The Bulletin of Atomic Scientists, January/February 2000. Copyright ©2000 by the
Educational Foundation for Nuclear Science, 6042 South Kimbark, Chicago, IL 60637, USA. A one
year subscription is $28.
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nuclear violence through no-first-use would weaken the fear that nuclear
weapons produce. If that fear helps prevent mass casualties from new and
comparably dreadful weapons, we may not want to nullify it.

We have some experience with the fear of nuclear war. During the
Cold War, it was used by the United States to engender caution and to
produce stability. Had it not been for that fear, the twentieth century
might have had three world wars instead of two.

The nuclear standoff—parity between arsenals large enough to assure
mutual destruction—negated the nuclear threat and thus the likelihood
of nuclear war. But simultaneously, the United States negated that nega-
tion by threatening to use nuclear weapons to block aggression by con-
ventional Soviet forces. Fearing for their way of life, Americans risked nu-
clear war to buttress the status quo.

But the world has been transformed. The American way of life is no
longer threatened; rather, it is on the march. Because the main current of
change—globalization—promotes its interests and ideals, the United
States no longer seeks to freeze the international situation. U.S. techno-
logical and conventional military capabilities instill confidence in means
other than nuclear weapons to thwart conventional aggression.

Should the United States therefore embrace no-first-use, the opposite
of the U.S. Cold War doctrine on the use of nuclear weapons? Should it
disengage nuclear weapons altogether from international security and
military strategy, relying on them solely to deter nuclear war? Is this hu-
mankind’s chance to eradicate nuclear fear, even if the weapons them-
selves cannot be eradicated?

Regrettably, the answer is no.
Although the threat of a nuclear response to a conventional attack is

no longer crucial to U.S. strategy, the United States still needs nuclear
weapons to deter a nuclear attack. But it must also, I believe, present a
threat of nuclear retaliation to deter a biological attack, which could be as
deadly, and which might not be deterred by the threat of U.S. conven-
tional retaliation.

In this century, the United States should aim to reduce the impor-
tance and attractiveness of nuclear weapons and it should delegitimize
their use in response to conventional threats. But it must also sharpen nu-
clear deterrence against biological weapons. The United States could do
this by stating that it would use nuclear weapons only in retaliation for
attacks with weapons of mass destruction (WMD).

Such a policy of no-first-use of weapons of mass destruction would
better support U.S. and international security than either a policy of no-
first-use of nuclear weapons or the current official policy, which in its am-
biguity rules out nothing.

The new era
The conditions that once led the United States to rely on nuclear weapons
to deter aggression, shore up its strategic position, and perpetuate inter-
national stability no longer exist. Now predominant and unthreatened,
the United States is no longer a status-quo power. Rather, it is a benefi-
ciary of international change, which yields economic liberalization, de-
mocratization, integration, and improved security.
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Most of the world’s economic output, technological capacity, and
military power lie within the circle of free-market democracies—the
Americas, Europe, East Asia—a community that continues to expand. The
success of the past two decades, beyond any expectation, has largely dis-
pelled the dread of systemic instability.

Even though there is continuing uncertainty regarding the future of
the U.S.-Chinese relationship, few analysts believe that China will be-
come a Soviet-style threat in the next century. The Soviet Union sought
to build its own system in isolation from—and as an alternative to—the
Western world, and it failed. The Chinese have learned that lesson well.
They seek to join the West. They are concerned with changing China, not
the world.

Attempting to lower the danger of nuclear violence
through no-first-use would weaken the fear nuclear
weapons produce. If that fear helps prevent mass
casualties from new and comparably dreadful
weapons, we may not want to nullify it.

More broadly, the trend toward democratization and globalization is
reducing the danger of the sort of world war that helped make the twen-
tieth century so appallingly bloody, and that caused the United States to
engage nuclear weapons in the cause of equilibrium.

The prime mover of the favorable course of world politics is informa-
tion technology, which is propagating investment, reform, and account-
able government. It is also increasingly crucial to power, including mili-
tary power.

A nation’s ability to create and apply information technology de-
pends on its openness and its involvement in the world economy. Au-
thoritarian nations, even large ones, that rely on encrusted state eco-
nomic power will be handicapped in the dominant technology of the
new era. The world’s most successful powers in the twenty-first century
will likely be free-market democracies with convergent interests and out-
looks, as is now the case.

Some scholars of geopolitics believe that clinging to its top ranking
should be America’s paramount objective. But in reality, the United States
has an increasing stake in the success of the other great powers—Japan,
the European Union, and yes, China.

More and more, U.S. foreign policy is designed not to block others
but to collaborate and grow with them. The United States need not fear
any challenger to the extent that it must exploit the fear of general nu-
clear war to help contain it, as it did with the Soviet Union.

Although the U.S. nuclear arsenal is the world’s best, it is, thankfully,
no longer an emblem of American power. Compared to U.S. technologi-
cal and economic leadership, nuclear weapons neither distinguish the
United States nor reflect the essence of its strength. Indeed, diluting fur-
ther the symbolic and political significance of nuclear weapons cannot
hurt—and it may help—American interests and image.
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Non-nuclear military capabilities, in contrast, are integral to Ameri-
can power in the new era. The forces of the United States can defend its
interests wherever required. The American defense budget is again on the
rise. Because the United States is the first to exploit information technol-
ogy strategically, its conventional military superiority is growing.

U.S. forces are being networked, making them more lethal, less vul-
nerable, and capable of integrated operations. Although the extreme one-
sidedness of the recent U.S.-led NATO campaign against Serbia may set
unrealistic standards for future combat, the ability of the United States to
destroy an adversary’s capacity to fight, without suffering high casualties,
is apparent.

The idea that the United States would risk—indeed, start—nuclear
war to avoid military defeat is far-fetched if not bizarre. For as far into the
future as one can imagine, these basic conditions will remain.

Redefining threats
With its technological lead, its growing conventional military superiority,
the absence of a mortal enemy, its stature in other forms of power, and
its confidence in the face of change, the United States could decouple nu-
clear weapons from its military strategy and foreign policy without en-
dangering the nation. But before redefining the purpose of nuclear
weapons, we must ask if there are any emerging non-nuclear threats that
warrant the threat, or the option, of a nuclear response.

Like most technologies, dangerous or benign, biochemical technol-
ogy is spreading as the global economy integrates. Consequently, U.S.
forces, U.S. allies, and eventually U.S. citizens will be vulnerable to attack
with biological and chemical weapons delivered by long-range missiles or
by clandestine means.

Of the two types, chemical and biological, the latter weapons present
the greater danger of casualties on a nuclear scale. Ten kilograms of an-
thrax is at least as deadly as a 10-kilogram nuclear explosive, and it is
cheaper, easier to assemble, and more portable.

The United States could [sharpen deterrence of
biological attack] by stating that it would use
nuclear weapons only in retaliation for attacks with
weapons of mass destruction.

While chemical weapons are more likely to be used to disrupt U.S.
military operations, biological weapons pose terrible and lingering dan-
gers to the general population, much like strategic nuclear weapons.

The most immediate concern is that rogue states, lacking other op-
tions, might threaten to use biological weapons against U.S. troops in a
local war. The United States can partly neutralize this threat by exploit-
ing information technology—dispersing its forces and striking accurately
from afar. But determined enemies will then resort to longer-range means
to threaten U.S. forces, allies, and territory.

Try as it might to stop the spread of these weapons, the United States
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must prepare to prevent or defend against their use. But defense alone, with
antimissile and counterforce weapons, cannot make American forces and
citizens entirely safe from lethal biological agents. Deterrence is crucial.

Defense alone, with antimissile and counterforce
weapons, cannot make American forces and citizens
entirely safe from lethal biological agents. Deterrence
is crucial.

A common argument is that U.S. conventional military superiority—
the ability to render an adversary defenseless—should suffice to deter the
use of weapons of mass destruction. However, an enemy may already be
receiving the full brunt of U.S. conventional strikes when it opts to
threaten biological attack. Indeed, the most plausible reason why a rogue
state would threaten to use weapons of mass destruction is that the
United States has already unleashed its conventional might to defeat lo-
cal aggression.

Given that, the threat of U.S. conventional reprisal presumably
would be ineffective. And because the United States has forsworn biolog-
ical and chemical weapons, deterrence could depend critically on the
threat to retaliate with nuclear weapons. That, of course, would be con-
tradicted by a nuclear no-first-use policy.

The countries whose WMD programs most worry the United States
are rogue states such as Iraq, North Korea, and Iran. Because the aim of
such states is to deter a U.S. conventional attack, it follows that an Amer-
ican pledge not to use nuclear weapons first, even if they had faith in it,
would not diminish their interest in nuclear weapons.

Presumably rogue states already know that using nuclear weapons
against U.S. interests could trigger U.S. nuclear retaliation. However, they
may view biological weapons as more usable, more credible, and less
risky, not to mention easier to obtain or make. A U.S. pledge not to use
nuclear weapons first would make them even more eager to acquire—and
less hesitant to brandish and use—biological weapons.

While it is possible to imagine a biological attack that would not war-
rant a nuclear response, this is no reason to discard the option of a nu-
clear response against any and all possible biological attacks.

When thousands of Soviet nuclear weapons were poised to strike, the
first use of nuclear weapons by the United States risked a general nuclear
cataclysm. In contrast, U.S. nuclear retaliation for a biological attack by a
rogue state would risk, at worst, another WMD attack—awful to be sure,
but worth the risk in order to deter biological use in the first place.

More likely, having proven its resolve with a presumably selective nu-
clear detonation, the United States would deter further escalation and
prevail. In any case, being prepared to respond to an attack by weapons
of mass destruction with nuclear weapons—and by saying so—the United
States would be less likely to have to do so.

Of course, U.S. nuclear retaliation for a biological attack would be a
grave, world-changing event. But it would not imperil the nation and its
global interests, let alone human viability. And it would make it less likely
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that any weapon of mass destruction—at least a biological or nuclear one—
would ever be used again, and certainly not against the United States.

A fresh idea
The strongest argument for a nuclear no-first-use pledge during the Cold
War was that it could have saved the United States from nuclear hell. The
strongest argument against such a pledge was that it could have con-
demned the United States to a communist hell.

Now that the Soviet Union is gone, neither argument is persuasive.
Concepts saved in the attic from a different time, a different world, are
not helpful. Both nuclear first-use and nuclear no-first-use are out of date.
A fresh idea is needed.

During the Cold War, the United States would not exclude a nuclear
response to any aggression. It was motivated by both a general concern,
the Soviet menace, and a specific concern, a tank attack on West Ger-
many. The former was the context and the latter was the sharp focal
point of U.S. first-use doctrine. It was surely the specific prospect that the
United States might resort to nuclear weapons if war broke out in Europe
that got the Kremlin’s attention.

Now, the United States wants rogue states to think that the use of bi-
ological weapons could cause a disproportionate response; it wants them
to feel this fear quite sharply. To the extent that the United States fails to
pinpoint this in defining the purpose of nuclear weapons, that fear will
be dull and its utility will be lost.

Current U.S. policy regarding the use of nuclear weapons is not sub-
stantially different from its general Cold War policy. The United States
maintains ambiguity about the circumstances under which it would re-
sort to nuclear weapons. Despite growing and enduring U.S. conventional
military superiority, even a nuclear response to conventional attack is not
excluded.

Being prepared to respond to an attack by weapons
of mass destruction with nuclear weapons—and by
saying so—the United States would be less likely to
have to do so.

And yet, so unreal is the thought that the United States would use nu-
clear weapons in response to conventional attack that the current open-
ended policy actually dulls deterrence. As long as the United States refuses
to rule out an option that is now patently incredible (nuclear retaliation for
conventional aggression), it undermines the credibility of an option that
could prove crucial (nuclear retaliation for biological attack). Ambiguity is
sometimes useful. But in the new era, it does more harm than good.

The United States should explicitly warn that it might respond with
a weapon of mass destruction—nuclear weapons—to an attack by a
weapon of mass destruction against U.S. interests. (Chemical weapons
could be included, although it could be made clear that the greater con-
cern is biological weapons.)
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But that is not enough. To sharpen the fear to a finer point, the
United States should also say that it foresees no need to use nuclear
weapons except in response to attacks by weapons of mass destruction.

A declaratory policy along these lines would reinforce deterrence by
erasing the incredible aspect of current policy—that is, nuclear response
to conventional aggression. And it would bolster the taboo against first
use of any weapon of mass destruction—a taboo that today appears too
weak for comfort.

In past efforts to stem the spread of nuclear weapons, the United
States has said, in effect, that it would not use nuclear weapons against
states that forswear them. But what if a state acquired biological weapons,
which can kill Americans no less effectively than nuclear explosives?
What if the state used them?

In light of this danger, the United States should retract its pledge not
to use nuclear weapons against any non-nuclear states. If a non-nuclear
state used a biological weapon against the United States, it should be on
notice that it could pay a heavy nuclear price.

The United States wants rogue states to think that
the use of biological weapons could cause a
disproportionate response; it wants them to feel this
fear quite sharply.

How would a U.S. policy of no-first-WMD-use work toward another
nuclear power, say, Russia or China? Now that Russia’s conventional
forces are weak, it has reversed its doctrine not to use nuclear weapons
first. Given its decaying command-and-control system and the possibility
of political turmoil, this shift could prove dangerous.

Further, Russia seems to be maintaining its ability to assemble and
use biological weapons. An American policy not to be the first to use a
weapon of mass destruction would delegitimize Russia’s growing reliance
on nuclear weapons and sharpen deterrence against its use of biological
weapons. Perhaps a U.S. no-first-WMD-use pledge could be used to goad
Russia into a similar policy, which would be a great relief. As for China—
which has said in every available forum that it would never be the first to
use nuclear weapons—it would likely applaud and might even subscribe
to such a U.S. pledge.

One hopes the time will come when nuclear weapons can be retired.
With its natural and durable advantages, the United States should want
this as much as any country. Nuclear weapons may be hard to outlaw, but
the world may eventually outlive or outgrow the nuclear era. Perhaps the
information age, with its emphasis on precision weapons, can reduce the
scale of deadly conflict. If, as well, the new age blesses free-market democ-
racies with superior power, the world may become increasingly safe and
the need to rely on nuclear weapons to keep it safe may fade away.

We are not there yet. Rogue states are on the ropes, but they can hang
on and do great harm if they acquire weapons of mass destruction. By
concentrating nuclear deterrence on this particular problem, by creating
a sharp fear, and by limiting the purpose of nuclear weapons to retalia-
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tion for attacks by weapons of mass destruction, the United States may
help move the world a step closer to a world in which none of these hor-
rible weapons would ever again be used.

The debate about nuclear use is a reasoned one among reasonable
people. The argument for complete ambiguity is understandable, especially
when coming from officials conditioned to hedge against all possibilities.
However, in this case, ambiguity weakens credibility and dulls deterrence.

By limiting the purpose of nuclear weapons to
retaliation for attacks by weapons of mass
destruction, the United States may help move the
world a step closer to a world in which none of these
horrible weapons would ever again be used.

Similarly, renewed interest in having the United States give up com-
pletely the option to use nuclear weapons first is understandable, what
with the dramatic turn of events since 1989. However, nuclear no-first-
use is as much a Cold War concept as official nuclear declaratory policy
is. It was motivated by a fear of nuclear Armageddon, compared to which
the future potential of biological war was hardly noticed.

Just because U.S. official nuclear first-use policy is now obsolete, it
does not mean that the time is right for its Cold War antithesis. The aim,
after all, is to spare humanity from the horror of mass destruction, what-
ever the technology of causing it.
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1100
The Chemical Weapons

Convention Is
Unenforceable

Frank J. Gaffney Jr.

Frank J. Gaffney Jr. held senior positions in the Department of Defense
under President Ronald Reagan. He is currently the Director of the Cen-
ter for Security Policy in Washington, D.C. He was aided in the prepa-
ration of this document by Douglas J. Feith, a member of the Center’s
board of advisers, and Tryfan Evans, an associate at the Center.

Ratified by the U.S. Senate in 1997 after years of debate, the
Chemical Weapons Convention treaty (CWC) is a hollow piece of
international legislation that contains no effective measures for
banning chemical weapons. Because the manufacture of chemical
weapons is fairly easy to conceal, locating such factories would be
difficult with or without a treaty. Even if inspectors working un-
der treaty authority did find compelling evidence that a nation
was building chemical weapons, it is unlikely that an interna-
tional community—made up of many nations that are antagonis-
tic toward America—would band together to support the United
States in calling for sanctions against the violator. Furthermore,
the CWC could be turned against the U.S., permitting unfriendly
governments to request inspection of U.S. chemical plants and
gain access to guarded information that could be used to further
foreign chemical weapons programs. A new call to broaden the
scope of the antiquated and unenforceable Biological Weapons
Convention (BWC) of 1972 is equally misguided. The only ways
to counter chemical and biological weapons are to curb the dis-
semination of the technologies to construct such weapons and to
maintain a formidable threat or display of military force.

On August 20 [1998], the Clinton administration launched cruise mis-
siles at the Sudanese capital of Khartoum. The purpose of the attack

was to destroy an industrial facility believed to be involved in the pro-

Reprinted with permission from “Making the World Safe for VX,” by Frank J. Gaffney Jr.,
Commentary, October 1998. All rights reserved.

73

Bio/Chem Weapons ENTIRE BOOK  2/11/04  12:02 PM  Page 73



duction of Empta, a chemical compound whose only known use is as a
precursor for the deadly VX nerve agent.

The attack, which has generated its share of controversy, has had at
least one welcome effect. In the process of removing the Al-Shifa plant
from the map, it put squarely on the map the issue of the proliferation of
chemical and biological weapons (CBW). But the strike also demonstrated
the difficulty of attempting to slow, to say nothing of ending, this threat
to the security of the United States and its allies—a threat becoming more
and more grave by the hour.

Uses of chemical weapons
Chemical weapons (CW) pose several distinct dangers.1 First, they can be
used in combat to inflict tremendous casualties and shift the “correlation
of forces.” This is especially true when they are employed against forces
unprepared, ill-equipped, and/or untrained in chemical warfare. Using a
nerve agent and mustard gas, for example, Saddam Hussein’s army in the
Iran-Iraq war was able to shatter the “human-wave” attacks upon which
the numerically superior Iranians pinned their hopes for victory.

But chemical weapons are useful even against forces prepared for
them. Detonated over sites where tanks, infantry-fighting vehicles, am-
munition, and other equipment are stored, or over military airfields, ports,
and other facilities, persistent chemical agents (as opposed to those that
readily dissipate) can be valuable in disrupting or even preventing mobi-
lization. Such attacks could be particularly effective against a country like
Israel whose defense relies upon the rapid response of its reserve units.

Finally, as a weapon of war, chemical attacks can seriously degrade
the advantage that would otherwise accrue to armed forces equipped with
high-technology weaponry. Typically, such systems require effective eye-
hand coordination and unobstructed vision. By forcing soldiers into pro-
tective suits that inevitably interfere with performance, an attacker can
severely compromise the qualitative edge that countries like the United
States (and Israel) depend upon.

As successive American governments recognized . . .
it is exceedingly difficult to distinguish between
facilities producing a range of legitimate chemical
products for civilian use . . . and those producing
chemical weapons.

Aside from their use in war, chemical weapons are also instruments of
terror. A number of states have demonstrated a willingness to employ
such weapons against undefended populations to achieve strategic objec-
tives. The Soviet Union did so as part of its effort to suppress the Afghan
resistance, and so did Saddam Hussein against ethnic Kurds in northern
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Iraq. Toxin weapons—chemical agents produced by biological processes—
are also thought to have been used by Soviet-equipped Laotian forces
against the Hmong tribes in the early 1980’s. Before the Gulf War, in line
with his genocidal designs against the Jewish state, Saddam announced
his intention to rain chemical weapons down on Israel.

Nor is the ability to deploy chemical weapons against civilians any
longer restricted to states. In 1995, the Japanese cult Aum Shim Rikyo
demonstrated its capacity to manufacture, stockpile, and employ the nerve
agent Sarin; fortunately, only a few people were killed (and some 5,000 in-
jured) in attacks in Tokyo’s subways that could have resulted in many
times the casualties. In the case of the Al-Shifa facility in Sudan, its bene-
factor—and beneficiary—is said to have been Osama bin Laden, the Saudi
expatriate terrorist. Whether or not this turns out to be true, it is clear that
if Aum Shinrikyo was able to secure the know-how and technology to
manufacture modest quantities of chemical weaponry, bin Laden and
other well-financed terrorists are or will soon be able to do so as well—par-
ticularly if they can secure technical support from sources in Russia (as the
Japanese sect did) or (as is no doubt the case with Sudan) from Iraq.

Proliferation of chemical weapons
Who is now equipped with CW arsenals, and is helping others acquire
them?

• Russia has the largest stockpile on the planet. Although estimates
vary widely, the figure cited in arms-control documents—some
40,000 agent tons—is almost certainly understated by a substantial
degree. Despite strenuous Russian representations to the contrary,
there is also reason to believe that the Kremlin is continuing to
amass chemical weapons—including, according to defectors from
the Russian CW program, new strains specifically designed to be
more lethal, more effective in penetrating Western defenses, and less
susceptible to antidotes. Compounding the threat posed by Russia’s
arsenal is the steadfast refusal of its political leadership to enforce
export-control regulations against the spread of CW technology.

• China also has a sizable and active production complex, despite
the fact that, like Russia, it has signed and ratified the 1993 Chem-
ical Weapons Convention (CWC). China has also aggressively ex-
ported CW technology to other states. According to a March 1996
report in the Washington Post, virtually complete factories suitable
for making chemical weapons have been transferred to Iran; later
that same year, according to the Washington Times, China deliv-
ered to Iran some 400 metric tons of carbon sulfide and other
chemicals used in the production of nerve agents.

• Thanks in no small measure to this assistance, Iran is today con-
sidered to have the largest CW stockpile in the third world. Ac-
cording to the Proliferation Primer, a U.S. Senate report published in
January 1998, Iran—another signatory to the CWC—“fully intends
to maintain a chemical-weapons capability well into the future.”
The country’s newest ballistic missile, the Shahab-3, is believed to
be capable of delivering chemical weapons against Israel and other
targets throughout most of the Middle East.

The Chemical Weapons Convention Is Unenforceable 75

Bio/Chem Weapons ENTIRE BOOK  2/11/04  12:02 PM  Page 75



• Then there is Iraq, which, despite seven years of sanctions and the
most intrusive on-site inspections regime ever implemented, con-
tinues to pose a significant CW threat to U.S. forces and allies in
the Gulf. In July 1997, Rolf Ekeus, then-chairman of the United
Nations Special Commission (UNSCOM), warned that Iraq was still
hiding chemical weapons and that “3,000 kilograms of VX” were
“missing.” UNSCOM’s most recent six-month report notes the
continuing inadequacy of procedures that are supposed to account
for chemical and biological warheads and munitions capable of be-
ing outfitted with mustard gas. According to UNSCOM, approxi-
mately 46,000 chemical weapons (some of them disarmed, others
battle-ready) have been retained by the Iraqi government.

• “Since the late 1980’s,” the Proliferation Primer reports, “North Ko-
rea has . . . expanded its chemical-weapons program and has
placed a high priority on military and civilian chemical defense.
According to the [U.S.] Department of Defense, Pyongyang is cur-
rently capable of producing large quantities of nerve, blister, and
blood chemical-warfare agents.” North Korea’s capabilities were
spelled out in a document released last year by the South Korean
military. Not only has the North amassed a 1,000-ton stockpile—
70 tons of which could be used immediately upon South Korean
population centers—but it continues to produce 15.2 tons of
chemical weapons each day; in a time of crisis, that figure could be
stepped up to 40 tons per day. Given Pyongyang’s willingness to
sell virtually everything in its inventory, it also seems likely that
North Korea will offer for sale the chemical (and, perhaps, biolog-
ical) weapons that go aboard the missiles it is now making avail-
able to countries like Iran, Syria, and Pakistan.

• An August 1997 report on the Christian Broadcasting Network re-
vealed that Syria “appears to be deploying deadly new nerve agents
loaded onto missiles at sites near the cities of Hama and Homs.”
Other sources similarly suggest a substantial Syrian capability for
delivering chemical weapons—notably, its arsenal of up to 150
Scud missiles built with the assistance of China and North Korea.
The possibility cannot be ruled out that, with the Middle East’s
largest chemical-weapons stockpile and an eroding conventional
capability, Syria may be tempted into a devastating preemptive
strike on Israeli population centers.

Flaws of the Chemical Weapons Convention
Given the foregoing litany, it should be obvious that the Chemical
Weapons Convention [CWC]—signed in 1993 and ratified last year
[1997] after intense debate in the U.S. Senate—is not preventing the
parties to it, let alone nonsignatories, from pursuing active chemical-
weapons programs. And yet, until last month’s attack on the Sudanese
plant, this treaty has been the centerpiece of the Clinton administration’s
efforts to contend with the proliferation of chemical weapons. The story
of this agreement offers a cautionary lesson for all those nations, the
United States among them, that may be doomed to pay a heavy price for
its inherent shortcomings.
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For decades, the idea of banning chemical weapons had languished
in the salons of multilateral arms controllers—and languished with good
reason. As successive American governments recognized, and as the af-
termath of the Khartoum attack bears out, it is exceedingly difficult to
distinguish between facilities producing a range of legitimate chemical
products for civilian use (fertilizers, pesticides, pharmaceuticals, etc.) and
those producing chemical weapons. Moreover, even if a plant is engaged
in the manufacture of commercial products, there is no known means of
ensuring that its equipment will not shortly be put to CW-related uses. It
was for precisely this reason that the United States properly declined
when in the early 1990’s Libya’s Muammar Qaddafi proposed to allay our
concerns about his suspected chemical-weapons facility at Rabta by of-
fering to subject it to on-site inspection.

The CWC cannot prevent—or even ensure detection
of—the covert production of chemical weapons.

There is a related consideration here. Knowingly or not, industrial-
ized nations have fostered the spread throughout the developing world of
“dual-use” infrastructures with at least the capability of producing chem-
ical weapons. West Germany’s assistance to Libya in building and outfit-
ting its Rabta complex—supposedly for peaceful purposes only—is an in-
famous but hardly unique example. Exporters of chemical technology are
either indifferent to the potential for misuse or willing to overlook it in
the interest of making a sale.

With these facts in mind, U.S. policy-makers generally agreed that in
controlling chemical weapons, the best hope lay in the Geneva Conven-
tion of 1925, which prohibited their first use—a relatively verifiable if not
currently enforceable restraint. But in 1984, then-Secretary of State
George Shultz, with the active support of Vice President George Bush—
the latter had made a personal cause of the campaign to outlaw chemical
weapons—took it upon himself to announce that the United States would
place on the table a treaty for a global ban on production, stockpiling,
and use. Despite four years of negotiations that confirmed the inadvis-
ability of a chemical-weapons convention, Bush, now campaigning to
succeed Ronald Reagan, promised to be the President who would “rid the
world of chemical weapons.”

Once elected, Bush authorized a number of concessions designed to
conclude the treaty. Among the more irresponsible were two initiatives
taken after Desert Storm in 1991: that the United States would “forswear
the use of chemical weapons for any reason, including retaliation in-kind
with CW, against any state, effective when the [Convention] enters into
force”; and that the United States would “drop its position that we must
be allowed to keep 2 percent of our CW stockpile until all CW-capable
states have joined the Convention.” With these steps, the United States
was launched on a glide-path to unilateral chemical disarmament.

Although President Bush was able to see the treaty finalized before he
left office, it was left to his successor, Bill Clinton, an eager partisan of the
CWC, to seek Senate approval for it late in his first term. In the fall of
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1996, however, faced with virulent opposition, he withdrew the treaty
rather than risk rejection. Six months later, with critical assistance from
Senate Majority Leader Trent Lott, the Clinton administration succeeded
at last in securing the two-thirds majority needed for ratification. Central
to its success was the oft-repeated representation that the Convention
was a legacy of Presidents Reagan and Bush—proof if ever there were one
of how an ill-considered commitment by parties who think they are in
control of events can be shamelessly exploited by later parties to legit-
imize the bad deal that results.

Chemical Weapons Convention has no teeth
Among the numerous claims made for the Chemical Weapons Conven-
tion in the course of the Senate debate were that it would banish poison
gas; protect American troops from chemical attack; and either stop rogue
nations or terrorists from building chemical weapons or give the “inter-
national community” the tools to prevent, halt, or punish those who did
so. Each of these claims is spurious.

The CWC cannot prevent—or even ensure detection of—the covert
production of chemical weapons. Since sites are easy to conceal, even the
sorts of inspection permitted by the CWC may not “prove” illegal activi-
ties. And even if evidence is forthcoming and compelling, it is unlikely to
be judged dispositive by an “international community” reluctant to sup-
port the United States in a dispute with a fraternal third-world regime.
Does anyone think that a consensus supporting the U.S. position on the
Sudanese plant would ever emerge from the sort of international investi-
gation Khartoum has demanded? The same would be true of efforts to
prosecute violations of the CWC by appealing to the institution created
to implement it, the multilateral Organization for the Prohibition of
Chemical Weapons (OPCW).

The Convention’s data-exchange and on-site
inspection requirements . . . offer a ready avenue for
the unauthorized transfer of sensitive and proprietary
information—in other words, industrial spying.

A further complication arises from the fact that foreign companies are
likely to be implicated in—and thus seek to excuse—suspect activity aris-
ing from the sale of dual-use technology. At a press conference in Amman
on August 22 [1998], Ahmad Salem, a Jordanian engineer who asserts re-
sponsibility for putting together the construction plans for the Al-Shifa
plant, claimed, probably correctly, that “some of the equipment used at
the factory was supplied by Swedish, American, Danish, Belgian, and
other foreign firms.” He added, emphatically: “There is no chance this
factory could be used to produce chemical weapons; it was designed to
produce medicine for people and animals.” He could be right about the
character of the design, as well; but modern pharmaceutical technology
can be—and often is—used for both civilian and chemical-weapons-
related production.
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Opening the doors to industrial spies
What is more, far from inhibiting the proliferation of chemical weapons,
the CWC will assuredly exacerbate it. The Convention’s data-exchange
and on-site inspection requirements, for example, offer a ready avenue
for the unauthorized transfer of sensitive and proprietary information—
in other words, industrial spying. Such espionage by foreign governments
and enterprises is already a serious problem, and U.S. chemical compa-
nies, as world leaders in their industry, are an especially attractive target.
In testimony before the Senate in May 1997, Bruce Merrifield, a former
Under Secretary of Commerce who has considerable experience with the
chemical industry, asserted that access provided under the CWC would
permit a trained engineer or chemist from a foreign country to identify a
company’s trade secrets even without actually entering its facilities.

Training . . . to equip inspectors to ferret out covert
[biological weapons] programs may wind up
teaching foreign nationals how to defeat such
inspections in their own countries.

Similar concerns are now being voiced, ironically enough, by the
Chemical Manufacturers Association (CMA), one of the most outspoken
original proponents of the CWC. During the Senate debate, the CMA in-
sisted that “routine inspection of chemical facilities can quickly and effi-
ciently verify compliance, . . . with little or no disruption in production
activities.” But a CMA report published in August 1997 under the title
Economic Espionage: The Looting of America’s Economic Security in the
Information Age takes a more realistic view, citing the ease with which
foreign operatives can obtain confidential information using techniques
that “range from ‘dumpster diving’ or ‘trash trawling’ . . . to elaborate
multifaceted efforts including high-surveillance and other information-
collection methods.”

A threat of a different nature lies in the extraordinary opportunity for
mischief-making against the U.S. and its allies afforded by the regime of
on-site inspections. Inspectors from governments unfriendly to the West
are likely to find “evidence” of illegal chemical production and stockpil-
ing even where none exists. This will be an especially grave problem for
Israel if the Netanyahu government makes the mistake of ratifying the
CWC, which its predecessor signed in January 1993.

No less troubling is the other side of this particular coin: training of-
fered by the OPCW to equip inspectors to ferret out covert programs may
wind up teaching foreign nationals how to defeat such inspections in
their own countries. David Kay, one of UNSCOM’s former chief inspec-
tors, recalls an Iraqi official’s delight in telling how he had used his ex-
perience as an inspector for the International Atomic Energy Agency to
conceal Saddam Hussein’s aggressive pursuit of nuclear arms in violation
of the Nuclear Nonproliferation Treaty (NPT).

Saddam was able to engage in this sort of deception as a result of the
NPT’s “Atoms for Peace” program. But the CWC contains, in Article XI,
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its own version of this program, derisively dubbed “Poisons for Peace” by
former Under Secretary of Defense Fred Iklé. In obliging member nations
to cooperate in the field of chemical activities “for purposes not prohib-
ited under this Convention,” it creates a cover for trade that contributes
to the proliferation it is supposed to ban.

According to the OPCW’s deputy director John Gee, there are already
huge discrepancies in reports concerning the transfer of chemicals that
could be used to manufacture weapons or adapted to serve that purpose.
Even more glaring is the collaboration between China and Iran on a fac-
tory making glass-lined equipment that, as the Washington Times noted
last October, is “essential in the production of chemical-warfare agent
precursors.” Since the factory is a “dual-use” facility, China and Iran, both
of which have ratified the CWC, are able to contend that what they are
doing is not only legal but, in light of the Convention’s Article XI, wholly
unobjectionable.

In short, the CWC is inherently unverifiable and fatally inadequate
to the job of detecting or proving the existence of covert activity. Anyone
doubting this need look no further than Saddam Hussein’s success in de-
feating the vastly more intrusive, timely, and comprehensive inspections
that have, until recently, been conducted in Iraq to find and destroy pro-
hibited weapons of mass destruction and ballistic missiles. At the same
time, the CWC openly enhances the opportunities for signatories to ac-
quire the very weapons the CWC ostensibly exists to deny them.

Updating the faulty Biological Weapons Convention
The fact that the Chemical Weapons Convention is unverifiable and
counterproductive, however, has not stopped President Clinton and
other arms-control enthusiasts from issuing a call to “update,” along the
same lines, a 1972 convention covering biological weapons.

As I noted at the outset, biological weapons (BW) have much in com-
mon with chemical weapons. Both, thanks to their potential for mass de-
struction and the ease with which they can be produced and stockpiled,
are the “poor man’s atom bomb.” But biological weapons are also signif-
icantly simpler to produce than chemical weapons—and if the objective
is to sow terror and indiscriminate destruction, far more efficient.

The horrific threat posed by the deliberate
dissemination of [biological] substances has not been
mitigated by the 1972 Biological Weapons Convention
(BWC), which, unlike the CWC, makes no pretense of
verifiably banning production or stockpiling.

For these reasons, Russia, China, and virtually every rogue state are
believed to harbor active BW programs centering on naturally occurring
or genetically altered strains of such terrifying diseases as anthrax, botu-
lism, plague, and smallpox. Some have gone so far as to “weaponize”
these viruses. Worse yet, Russia and Iraq are said to have experimented

80 At Issue

Bio/Chem Weapons ENTIRE BOOK  2/11/04  12:02 PM  Page 80



with “cocktails” combining more than one virus to maximize a weapon’s
lethality and complicate defensive measures against it.

The horrific threat posed by the deliberate dissemination of such sub-
stances has not been mitigated by the 1972 Biological Weapons Conven-
tion (BWC), which, unlike the CWC, makes no pretense of verifiably ban-
ning production or stockpiling. It is, rather, a gentleman’s agreement, an
international declaration of good intentions without means of assuring
the detection or punishment of violations. Hence the Clinton adminis-
tration’s proposal to add provisions modeled after those of the CWC.

That proposal is seriously misguided. Should the negotiations now
under way with other countries bear fruit, the effect will be even more
contrary to American and Western interests than in the case of the CWC.
As Alan P. Zelicoff, a scientist at Sandia National Laboratory and a tech-
nical adviser to the U.S. delegation to the BWC negotiations, warned in a
letter to the Washington Post last January:

Facilities engaged in legitimate activities can be incorrectly
assessed to be in violation of the Convention. Conversely,
sites that are demonstrably in compliance with the Conven-
tion easily can convert to illicit activity within hours after
the departure of inspectors. . . . In just a few days or weeks,
biological weapons can be manufactured in militarily signif-
icant quantities in a site no larger than a small house.

Moreover, the U.S. biotech industry is at least as vulnerable as the chemi-
cal industry to pilfering and other forms of espionage, and the conse-
quences of technology transfers (both legitimate and illegal) are likely to
be vastly more damaging. One can only hope, therefore, that cooler heads
like Zelicoff’s will prevail. For, as he concluded his letter, “While biological-
weapons proliferation is a serious security threat . . . , it is all too easy to
make this terrible problem even worse with feckless measures.”

The right solutions
If agreements like the Chemical Weapons Convention are not the answer,
are other options likely to prove more practical? The short answer is yes,
although none of them, alone or in combination with others, can
promise an end to the danger.

• Multilateral agreements among nations with advanced chemical
and biotech industries can be helpful in curbing the transfer of
technology, supplies, and know-how to rogue states and their
sponsors. In the past, an informal consortium known as the Aus-
tralia Group has been able to shame member nations into better
behavior. The utility of this sort of arrangement, however, is con-
siderably reduced when the technology in question becomes
widely available—which, thanks in some degree to the CWC itself,
is fast becoming the case. This alone shows the folly of treaties that
facilitate the movement of dual-capable equipment.

• The actual threat posed by proliferation may be met in part by strict
enforcement of the 1925 Geneva Convention. This accord, pro-
hibiting the first use of chemical weapons, is relatively easy to ver-
ify; were mechanisms in place to ensure that violators faced real and
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substantial costs, some CW attacks might thereby be prevented.
• The American cruise-missile attack on the Al-Shifa plant illustrates

another option: the physical destruction of facilities suspected of
involvement in chemical or biological weapons. This, in the final
analysis, may be the only sure means of putting them out of busi-
ness. But it has certain drawbacks as well. For one thing, it is not
always easy to ensure that the right facility is in the cross-hairs.
Then, too, attacks on others’ sovereign territory cannot be under-
taken lightly—certainly not too frequently in peacetime and per-
haps, depending upon the target country’s capacity for lethal ret-
ribution, not at all. It is a tricky business to blow up CBW sites
located in, or upwind from, populated areas—the locales favored
by unscrupulous dictators for just that reason. Finally, in the wake
of the American strikes, the already evident trend toward harden-
ing and concealing weapons-production complexes underground
is likely to accelerate.

• The limitations of both diplomacy and direct action bring us at last
to the issue of deterrence. A formidable military posture—and the
perceived will to use it—can cause some potential adversaries to
think twice about initiating the use of chemical weapons. Others
may be more influenced by a credible threat of thermonuclear re-
taliation. After the Gulf war, Iraqi officials let it be known that the
possibility of a U.S. nuclear strike dissuaded Saddam from using
whatever chemical and/or biological weapons he had on hand.

Would the United States really be willing to exercise its nuclear op-
tion in such circumstances? Concern that it would not has prompted
some to urge that we be sure to retain a modest stockpile of binary chem-
ical weapons (i.e., munitions composed of two relatively innocuous
chemicals that combine to form a toxic agent only after being fired). Oth-
ers, who believe the U.S. does not need a CW arsenal at this time, agree
that we should not be precluded by dint of treaty obligations from ac-
quiring one in the future.

It is a scandal that the United States does not
already have the means to protect its people as well
as its troops and allies against the systems that
deliver chemical and biological weapons.

In any event, Western nations are well-advised to develop and deploy
means of protecting their forces and citizens against the effects of CBW
attack, and the sooner the better. A realistic program would go well be-
yond training and equipping “first responders”—emergency, medical,
and law-enforcement personnel—to include significantly improved intel-
ligence to warn against the sources and timing of attacks; extensive plan-
ning for the relocation and treatment of those exposed; the production
and stockpiling of antibiotics and other medications; and measures to en-
sure the safety of the nation’s food supply against biological assault.

Above all, it is a scandal that the United States does not already have
the means to protect its people as well as its troops and allies against the
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systems that deliver chemical and biological weapons. Our single biggest
vulnerability in this connection is our inability to shoot down even a
single ballistic missile aimed at our territory. This situation can be most
readily remedied by modifying the Navy’s AEGIS air-defense system to
enable it to intercept incoming missiles. But the Clinton administration,
in deference to the 1972 ABM treaty, has refused to allow the existing in-
frastructure to be used for that critical purpose.

One way or another, chemical and biological threats almost certainly
lurk in our future. Arms-control agreements, which anyway do not ad-
dress but rather exacerbate the problem, are no substitute for the much
more urgent task before us: to take the lead in dissuading those who may
be contemplating such threats, to disable their capacity to carry them out,
and—if all else fails—to make sure that we, our armed forces, and our al-
lies are defended against them. As in so many other critical areas of for-
eign policy, what is required is realism and leadership—exactly the two
qualities that are now in perilously short supply.
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1111
Local Governments’

Responses to Biological 
and Chemical Terrorism

Karen Ann Coburn

Karen Ann Coburn has written several articles of local and national in-
terest for Governing magazine.

Although local emergency response authorities have often felt ill-
informed by the federal government regarding the potential dan-
gers of terrorist attacks, in recent years the lines of communica-
tion have been better established. In the wake of the 1995
Oklahoma City bombing (in which the Alfred P. Murrah Federal
Building was destroyed by convicted terrorist Timothy McVeigh),
President Bill Clinton created new protocols outlining how local
and federal authorities should be coordinated to respond to at-
tacks on American soil. Furthermore, federal authorities have been
sharing more information regarding potential threats with local
response teams and have been offering training to local officials
on new technologies and other countermeasures meant to deter
or deal with chemical or biological attacks. It is now up to local
governments to determine what equipment and training they will
need—and can afford—to contend with the potential threats to
their communities.

For $3,000 a pop, any city concerned about the threat of terrorism can
equip its emergency response personnel with high-tech, gas-proof

anti-contamination suits. The puffy, space-age outfits are sure to provide
a sense of security in the face of a nuclear, chemical or biological incident.

Those with more limited budgets might opt for “turnout bags.” At
roughly $200 each, a turnout bag contains a lightweight disposable suit,
booties and gloves made of a plastic-wrap material named Saranek over
another durable plastic product called Tyvek. It also comes with a mask
that has a special filter for biological and chemical agents, as well as a skin
decontamination kit.

Reprinted from “Rehearsal for Terror,” by Karen Ann Coburn, Governing, February 1998, vol. 11,
no. 5. Reprinted with permission of Governing conveyed through Copyright Clearance Center, Inc.
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Before 1995, only a handful of public safety directors in this country
contemplated either choice. But the bombing of the Alfred P. Murrah Fed-
eral Building in Oklahoma City made clear that terrorists—foreign or do-
mestic—can strike in the nation’s heartland as well as in international
centers such as New York City. Another consequence of that tragedy was
to spur the federal government to begin sharing its vast knowledge of
weapons of mass destruction with those that may need it most—local
governments.

Lack of cooperation in the past
In the past, federal actions bred suspicion among local officials. Indeed,
until quite recently, many emergency workers felt like canaries in a coal
mine. That’s because federal plans for domestic terrorism always pre-
sumed that the first responders on the scene would be killed or seriously
injured, says Kathleen Henning, emergency management coordinator for
Montgomery County, Maryland. Some federal training exercises, for in-
stance, refer to the blistering and death of first responders as a way for au-
thorities to confirm that chemical weapons have been used. For the po-
lice officers, fire fighters and emergency medical technicians who must
wait several hours on the scene before federal authorities arrive, that ap-
proach was clearly disturbing.

And before James Lee Witt took over the Federal Emergency Manage-
ment Agency (FEMA) in 1992, the perception among local governments
was that information traveled in only one direction: from the top down.
Other federal agencies, such as the Department of Defense and the FBI,
continue to have a poor reputation in their dealings with the local emer-
gency response community. Montgomery County’s Henning adds, “For a
long time, you would call up federal people” with questions on terrorism
“and they would say, ‘We can’t share that information with you.’”

The bombing of the Alfred P. Murrah Federal
Building in Oklahoma City made clear that
terrorists—foreign or domestic—can strike in the
nation’s heartland as well as in international centers
such as New York City.

One thing everyone seems to agree on, though, is that public health
and safety are the responsibility of the local governments. Federal officials
become involved in the aftermath of a disaster for two reasons: The FBI
comes in to investigate whether a federal crime has been committed; and
the Federal Emergency Management Agency [FEMA], the armed services
and a panoply of other federal agencies may be called upon to provide
support in the form of expertise, personnel and equipment. State govern-
ments also back local responders with hazardous materials teams and Na-
tional Guard units, coordinate resources from other localities and act as a
liaison between the locals and the feds in the early stages of an incident.
In addition, officials at the state level hold the purse strings on federal
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emergency preparedness funding.
While the roles appear clear-cut, the lines of communication usually

are not. A local government does not request federal help directly. In-
stead, a designated state liaison calls the FBI or FEMA. If terrorism is sus-
pected, Presidential Directive 39 goes into effect. Introduced shortly after
the Oklahoma City bombing, PD 39 outlines, for the first time, a specific
plan for intergovernmental coordination during a terrorist incident. Even
with the new protocol, FEMA spokesman Phil Cogan says, “We’re proba-
bly going to learn about it from CNN.” Indeed, the response to each ter-
rorist event is unique. “There may be lag time, or no lag time at all,” Co-
gan says, adding that there are “as many scenarios as you can imagine.”

Nunn-Lugar: A critical first step
Even more recently, the federal Anti-Terrorism and Effective Death
Penalty Act authorized the Department of Justice to offer training to lo-
calities through FEMA’s National Fire Academy. In addition, the 1996 De-
fense Against Weapons of Mass Destruction Act (also known as Nunn-
Lugar, after its primary U.S. Senate sponsors) offers the biggest step yet in
preparing local response teams.

Funded through the Department of Defense and coordinated by
FEMA, Nunn-Lugar provides an unprecedented $160 million to train the
120 largest communities over the next five years. So far, teams of repre-
sentatives from six federal agencies—the Defense Department, FEMA, the
FBI, the Health and Human Services Department, the Environmental Pro-
tection Agency and the Energy Department—have traveled to seven
cities. The teams are teaching local forces how to deal with explosives, as
well as nuclear, chemical and biological attacks.

Officials in Harrisonburg, Virginia, know that the threat of weapons
of mass destruction is quite real. In 1996, the police department in the
Shenandoah Valley town of 33,000 was contacted by authorities in
Nashville, who believed that a Harrisonburg doctor was illegally manu-
facturing chemical and biological weapons for use in Tennessee.

With the help of the fire department’s hazardous materials team, as
well as chemists from James Madison University and the local branch of
Merck pharmaceuticals, Harrisonburg police searched the doctor’s home
and retrieved a variety of lethal chemicals, including Ricin, a toxin de-
rived from castor beans. With their role in the investigation over—the
federal case against the doctor is being tried in Nashville—local officials
were only too glad to hand the deadly substances over to the FBI.

Federal agencies, such as the Department of Defense
and FBI, continue to have a poor reputation in their
dealings with the local emergency response
community.

Because Harrisonburg’s fire department had a well-trained “hazmat”
team and a working relationship with local chemists, it was confident of
its ability to handle a chemical or biological threat. Indeed, a 1996 study
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by the National Governors’ Association (NGA) confirms that access to a
hazmat team, whether run locally or by the state, is an integral part of
any anti-terrorism plan. Chemical agents—such as the nerve gas sarin
that was manufactured by a religious cult and released in Tokyo’s subway
system in 1995—are easily and cheaply manufactured. Hazmat teams, al-
ready adept at handling a variety of dangerous chemicals, can be trained
to detect and identify the most deadly varieties.

The NGA study also found that states with nuclear reactors already
have plans to deal with a radioactive release. State and local authorities
report that they are least prepared to deal with an attack of biological
agents, which could cause deadly outbreaks of anthrax, bubonic plague
and salmonella. If cultured properly, these diseases can be spread in nu-
merous ways. They are difficult and sometimes impossible to detect.

Training for potential emergencies
Under Nunn-Lugar, meetings with locals include a comprehensive self-as-
sessment to determine what each city perceives as its particular training
needs. Training is then specialized to fit that city. Phoenix, for instance,
chose to expand its training to include first responders in neighboring
communities. Technical experts from the Department of Defense and
other agencies will return to provide classroom training and practical ex-
ercises focusing on chemical and biological incidents for a select group of
emergency responders. Incident commanders, those officials selected to
coordinate local response, learn how to treat large numbers of casualties
and develop plans for chemical and biological incidents.

Nunn-Lugar provides an unprecedented $160 million
to train the 120 largest communities [in responding
to biological and chemical terrorism] over the next
five years.

Phoenix, like several large cities that began training [in 1998], was no
stranger to terrorism. As the first assisting emergency management team
after the Oklahoma City bombing, Phoenix’s emergency response com-
munity saw for itself the devastation and quickly learned the importance
of minimizing the destruction of evidence.

A few months later, an Amtrak train derailment in Arizona, which
killed one person and injured more than 100, was also classified as a ter-
rorist act. Although the derailment occurred in a remote desert area out-
side of its jurisdiction, the Phoenix fire department was called in to help
the private local fire company, which was ill-equipped for a disaster of
that magnitude.

Working on the scene for about 18 hours, Phoenix officials became
acutely aware of the flaws in their emergency response plan. Communi-
cations between the different responding departments was poor, largely
because they were operating on different radio frequencies. Hospitals in
the area were not part of an organized response plan and had trouble
dealing with the deluge of patients. According to Phoenix Deputy Fire
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Chief Harry Beck, the crisis ultimately “loosened a logjam” in the system
that now makes it easier to work and communicate regardless of jurisdic-
tional boundaries.

Although training meets a critical need on the local level, it may still
leave rescuers exposed to deadly chemicals. Little money is available at ei-
ther the state or federal levels for specialized equipment to deal with vic-
tims of nuclear, biological or chemical agents. In 1997, FEMA provided
$2.5 million to localities to equip and train local firefighters. [In 1998], the
Department of Justice is expected to release some of its $5 million grant to
states for anti-terrorism equipment. To fill the gap for now, the Defense
Department is leaving behind training kits in the Nunn-Lugar cities.

Assessing the needs of the community
Other localities should not panic, says Brett Burdick, terrorism project
manager for Virginia. Instead, they should carefully evaluate their needs
and capabilities. Burdick advises most localities against purchasing high-
tech decontamination suits, which are designed for cleaning up the after-
math of a chemical or biological release. The first things to be concerned
about when dealing with terrorism, he notes, are the same as in any haz-
ardous materials operation: recognize, report and retreat. And for those ac-
tivities, the more affordable turnout bag will suffice. Ideally, police offi-
cers, fire fighters and EMTs will each have such a bag to protect against
initial vapors and splashes of chemical and biological contaminants.

Not surprisingly, though, turnout bags are a lower priority than, say,
a new fire truck or police cruiser in many places. And given that a terror-
ist act can equate to a category 5 hurricane or a magnitude 9 earthquake,
the simple truth is that few communities can really be prepared for such
a cataclysmic event. Still, for those local officials concerned about their
vulnerability to acts of terrorism, there are a growing number of re-
sources. A help line (800-368-6498) for first responders now provides an-
swers on a range of topics involving weapons of mass destruction. A sep-
arate hotline has been set up for emergency use by roughly 150 state and
federal officials. If a suspected terrorist incident occurs, hotline callers will
be linked directly to the National Response Center, the Department of
Energy or the Army Medical Research and Material Command, and the
appropriate federal authorities will be dispatched. Both phone lines will
be supported by a massive database with relevant information from most
federal agencies. The general public will also be able to find information
on safety precautions, equipment and weapons of mass destruction on a
new Internet home page.

If Nunn-Lugar can deliver on the streamlined approach it promises,
local responders will not have to waste valuable time deciding whom to
call. But federal contributions to training and equipment barely scratch
the surface. “The rest is going to have to come out of the taxpayer base,”
laments Alan Caldwell, director of government relations for the Interna-
tional Association of Fire Chiefs. “That is, if the taxpayers think Wichita,
Kansas, is a terrorist target.”
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1122
Unearthing the Truth

John Barry

John Barry is the national security correspondent for Newsweek. He has
written or co-authored five books, his current project being a history of
NATO nuclear policy. Barry has also made several television documen-
taries, including a six-part series on the history of NATO for the BBC.

Although Saddam Hussein admitted that Iraq had built biological
warheads, he claimed that in accordance with the mandates of the
UN in the aftermath of the Gulf War these weapons had been de-
stroyed. UN weapons inspectors in Iraq have always been dubious
of Hussein’s claims, and with the help of aerial photographs, a
team of UN inspectors indeed located a part of the remaining
stockpile of Iraqi biological weapons in Al Nibai. The find was par-
ticularly important to the UN teams because they had been ac-
cused of wasting time, money, and effort chasing phantom
weapons that Hussein had already declared destroyed.

Dick Spertzel knew his trap would work. In December 1996 the leader
of a United Nations Special Commission (UNSCOM) team hunting for

Iraq’s hidden biological weapons went on what looked like a routine in-
spection. Saddam Hussein had finally admitted to making bio-filled war-
heads, but claimed through Iraqi officials that he’d ordered them all de-
stroyed back in 1991. The inspectors were even told where to look for the
evidence: Al Nibai, a forlorn desert outpost 100 miles northwest of Bagh-
dad. Spertzel suspected Saddam was lying, and had a plan to prove it.

Spertzel’s convoy of Land Rovers headed into the desert. At Al Nibai,
they found the two vast pits the Iraqis had described, and Spertzel drove his
truck right down into one. The team dug for traces of destroyed warheads,
then turned around and headed back to Baghdad. The digging had largely
been for show. The real action was taking place 60,000 feet up. An Ameri-
can U-2 spy plane was passing overhead, snapping pictures of the scene—
using the Land Rovers as a bull’s-eye to mark the spot. Back in Washington,
the photos were compared with the daily U.S. satellite shots of Iraq from
July 9, 1991, the date Iraq said the warheads had been destroyed. The ver-
dict: no one had been near the area at that time. They’d caught Saddam
cold. “Allah smiles on us,” Spertzel quipped to his colleagues.

Reprinted from “Unearthing the Truth,” by John Barry, Newsweek, March 2, 1998. Copyright
©1998 by Newsweek, Inc. Reprinted by permission. All rights reserved.
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The Al Nibai mission was a triumph for the beleaguered U.N. inspec-
tors. Once dismissed as alarmists chasing a threat that didn’t exist, the
bioweapons crew was tenacious in its pursuit. For seven years, working
from scant clues, intuition and just plain luck, it assembled irrefutable ev-
idence that Saddam built—and still has—a formidable arsenal of biologi-
cal weapons. By last November Saddam was so worried about evidence
amassed by UNSCOM that he threw the inspectors out of the country,
setting the stage for the current crisis. “Iraq has run out of answers, and
now they’re cornered,” says one senior U.N. official. “Saddam’s only re-
course was to try to shut down UNSCOM.”

In the first few years after the gulf war, he came pretty close. Ignor-
ing intelligence reports of a possible Iraqi bioweapons program, the U.N.
Security Council pressured the newly created UNSCOM to concentrate on
the better-known chemical and missile stockpiles. Bioweapons were
shunted to the sidelines. A small group of skeptical UNSCOM investiga-
tors, led by a British bio-expert named David Kelly, decided to take up the
hunt on its own.

There wasn’t much to go on. Iraq’s spokeswoman on the subject, Dr.
Rahib Taha—dubbed “Dr. Death” by the Western press—insisted the
small amount of bioresearch Iraq had done was purely defensive. Two
years passed before the team got its first break.

Working from scant clues, intuition and just plain
luck, [the U.N. inspection team] assembled
irrefutable evidence that Saddam built—and still
has—a formidable arsenal of biological weapons.

Luckily, it was a big one. If the Iraqis had made bioweapons, Kelly fig-
ured, they would have needed highly technical equipment—things like
fermenters, spray dryers and centrifuges. Kelly and Annick Paul-Henriot,
a workaholic French lawyer who signed on to the bio-team, asked Iraq for
a list of places where those machines could be found. To their surprise, on
the last day of 1993, the Iraqis came back with a blizzard of paper detail-
ing 23 facilities that had the equipment. It was a revelation. Why was Iraq
so eager to comply? For months, the French and Russians had quietly as-
sured Saddam that if he turned over the information, they could con-
vince the United Nations to grant him a clean bill of health on biological
weapons, and the inspectors would be off his back.

In fact, they were just getting started. Swamped with the new infor-
mation, the team asked the U.S. government for help. The Pentagon
turned to Spertzel, an ex-Army colonel. A microbiologist, Spertzel had
worked on the United States’ own biological-weapons program in the
1960s. He knew the subject cold. For five weeks he spent 13-hour days in
a cubicle on the 30th floor of the U.N. building, poring over documents.
His conclusion: “Iraq was hiding a biological-weapons program,” he told
Newsweek. “Nothing else made sense.”

Now he had to convince his reluctant U.N. boss. UNSCOM chief Rolf
Ekeus wasn’t eager to admit Saddam had duped his team. But Spertzel and
Paul-Henriot harassed Ekeus until he agreed to hear their pitch. They ex-
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plained the Iraqis had unwittingly led UNSCOM to the program’s main
production plant—a desert factory at Al Hakam, 40 miles west of Baghdad.
Convinced, Ekeus agreed to begin a full-scale bioweapons investigation.

Spertzel headed for Al Hakam. He couldn’t believe what he saw: rows
of giant fermenting tanks used to grow bioagents. This was hardly the
“chicken feed” factory the Iraqis claimed.

Back in New York, Paul-Henriot was making another big discovery. If
the Iraqis were growing toxic agents, they would also need plenty of bio-
logical-growth medium, or BGM, as food. She sent letters to manufactur-
ers around the world, asking if Saddam was a customer. She also sent re-
quests to makers of fermenters and other bio-equipment.

The inspectors’ deadly haul

Source: National Security Council.

Several companies sent back copies of sales orders, complete with the
names of the Iraqi clerks who’d signed for the shipments. Nearly all had
gone through the Technical and Scientific Materials Division, or TSMD,
of Iraq’s Ministry of Trade—a government office the investigators had
never heard of. Looking for an explanation, the team interviewed the
clerks named on the sales orders. Unwittingly, two of them proudly ex-
plained that TSMD was really a division of the Iraqi military. A few
months later, in January 1995, the team hit another jackpot: two Euro-
pean companies said they’d sold the same Iraqi agency growth medium—
a staggering 39 tons of it.

The new discoveries changed everything. That January, Ekeus pre-
sented Iraqi Foreign Minister Tariq Aziz with the evidence. Over the next

Since 1991, U.N. inspectors have destroyed several tons of Iraqi
weapons. But they believe Saddam retains a small number of Scud
missiles and a stash of chemical and biological weapons.

WEAPONS DESTROYED

Chemical weapons
Liquid precursors* 1.8 million liters
Solid precursors* 1 million kg.
Agents (sarin, mustard and VX) 480,000 liters

Chemical/biological delivery systems
Missile warheads 30
Chemical munitions Nearly 40,000
(including rockets, artillery and aerial bombs)

Ballistic missiles
Soviet-supplied Scud missiles 817
Iraqi-produced Scud warheads 15

* ingredients used to make agents such as mustard gas and sarin.
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eight months, the Iraqi denials began to unravel. Aziz claimed the growth
medium was used only in hospitals. Ekeus pressed to see it. So sorry, came
the reply, it had been destroyed in riots after the gulf war. Another set of
records had been destroyed in a mysterious fire that attacked a single file-
cabinet drawer. Others had “fallen off the back of a truck.”

Ekeus had heard enough. In April 1995 he laid out the saga before the
U.N. Security Council. Saddam gave in. Though he still denied having
warheads, he admitted to making 500,000 liters of anthrax and botu-
linum toxin, hoping his admission would satisfy his allies on the Security
Council.

Spertzel headed for Al Hakam. He couldn’t believe
what he saw: rows of giant fermenting tanks used to
grow bioagents. This was hardly the “chicken feed”
factory the Iraqis claimed.

It might have, if his son-in-law hadn’t blown everything. In August
1995 Gen. Hussein Kamel al-Majid—thinking Saddam was about to be
overthrown—fled to Jordan. Saddam panicked, believing Kamel was telling
all to the United States. He divulged key details of the bioweapons program.
UNSCOM officials speculate Saddam feared Kamel would reveal Iraq had
tested bioweapons on humans. After a few months, Saddam invited Kamel
back home, assuring him all was forgiven. He was quickly killed.

Saddam had run out of stories. After giving away the last secrets him-
self, he could no longer claim his bioweapons program didn’t exist. Iraq
still insists the weapons were destroyed after the gulf war. But UNSCOM’s
new chief, Richard Butler, isn’t buying. Butler is itching to get into the pres-
idential palaces, where he believes the hidden stockpiles may be stashed.
But this time, it will take more than a few Land Rovers to outfox Saddam.
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1133
Iraq Still Possesses 
a Biological and 

Chemical Arsenal
Bruce B. Auster and Linda Fasulo

Bruce B. Auster is a journalist for U.S. News & World Report. Linda
Fasulo is an NBC news correspondent to the United Nations.

Despite the efforts of UN inspectors in the wake of the Gulf War,
Iraq maintains chemical and biological weapon delivery systems
(mainly missiles and launchers) and stockpiles of chemicals yet
unaccounted for. Because biological agents are inexpensive to cre-
ate, the threat of Iraq quickly rebuilding its chemical and biologi-
cal arsenal is real and immediate.

Not for nothing are biological weapons called the poor man’s nuclear
bomb. An anthrax culture costs $45. To begin producing the organ-

isms requires a 5-gallon fermenter, the sort used to brew beer at home.
Cost: $50. Inhaling just 10,000 spores of anthrax—an amount the size of
a speck of dust—is fatal.

After seven years combing Iraq for hidden weapons, inspectors for the
United Nations haven’t found every last fermenter in Iraq. Far from it:
Stocks of Iraqi germ and gas agents, hundreds of pieces of equipment, and
missiles to deliver the lethal cargo remain unaccounted for. Intelligence
agencies in America and Britain believe that Iraq’s past is prologue; hav-
ing run an industrial-scale weapons program for years, it would take Iraq
hardly any time to rebuild one if U.N. inspectors were barred. Adapting
fermenters to produce seed stocks of biological warfare agents, for exam-
ple, takes only a few hours.

A continuing threat
Iraq still has the expertise—and many of the ingredients—at hand for a
significant chemical and biological capability:

Reprinted from “Facts and Suspicions About Iraq’s Arsenal,” by Bruce B. Auster and Linda Fasulo, U.S.
News & World Report, February 23, 1998, vol. 124. Copyright ©1998 by U.S. News & World Report.
Reprinted with permission. Visit us at our website www.usnews.com for additional information.
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Saddam Hussein possesses tons of chemical stocks despite the efforts
of the U.N. Special Commission, or UNSCOM, which has found and de-
stroyed 127,000 gallons of chemical agents. But inspectors cannot account
for 600 tons of “precursor” chemicals that could be used to manufacture a
200-ton batch of VX, a nerve gas developed by the British in the 1950s.
Iraq claims to have destroyed the more than 4 tons of VX it produced be-
fore the gulf war, but the U.N. cannot confirm this. The British Foreign Of-
fice asserts that hidden Iraqi stockpiles of VX could conceivably kill every-
one on the planet. The U.N. also cannot account for an additional 4,000
tons of precursor chemicals that could be used to make hundreds of tons
of chemical agents less efficient than VX but still deadly.

UNSCOM knows even less about Iraq’s biological weapons program,
whose existence Baghdad did not acknowledge until August 1995. Iraq
has since admitted producing 19,000 liters of botulinus, 8,400 liters of an-
thrax, and 2,000 liters of aflatoxin but claims to have destroyed it all.
Chief U.N. inspector Richard Butler suspects that Iraq produced more
than it has admitted, and he has told the U.N. Security Council that with-
out monitoring, Iraq could produce enough anthrax to fill two warheads
a week. Some 17 tons of growth media, in which the germs are harvested,
are still unaccounted for.

Iraq still has the expertise—and many of the
ingredients—at hand for a significant chemical and
biological capability.

Late [in 1997], the U.N. destroyed 325 pieces of equipment from
Iraq’s chemical weapons program. Iraq says that nothing remains, but the
U.N. cannot be sure.

Biological labs are even harder to track. The U.N. now monitors 90
sites housing 893 pieces of equipment. Unlike the sophisticated compo-
nents of a nuclear weapons program, the labware needed for biological
weapons research and production can be found in any college laboratory,
hospital, or brewery. It is also extremely easy to conceal; the U.N. suspects
Iraq has a mobile biological weapons facility.

Iraq modified its missile force to carry germ and gas warfare agents,
manufacturing at least 80 such special warheads. The U.N. destroyed 30
chemical warheads but cannot be sure whether the remainder were elim-
inated or simply hidden. What’s left of Iraq’s missile force is also in dis-
pute. The U.N. has accounted for all but two of the 819 missiles Iraq im-
ported before the gulf war. But Iraq ran its own secret missile program,
called Project 1728. Some in the intelligence community believe Iraq has
hidden about two dozen missiles and mobile launchers that could be de-
ployed on short notice. Others believe Iraq has buried key missile com-
ponents, such as guidance systems and motors, which it could use to re-
build its force over time.
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1144
The Biological and
Chemical Weapons 

in Iraq’s Arsenal
Franklin Foer

Franklin Foer is a staff writer for U.S. News & World Report. Previ-
ously he was on the staff of Slate, a Microsoft Network online news
magazine.

Iraq’s biological and chemical weapons arsenal was in its infancy
during the Iran-Iraq War of the 1980s. Between the conclusion of
that war in 1988 and the beginning of the Persian Gulf War in
1991, Iraqi leader Saddam Hussein committed more resources to
increasing the nation’s stockpiles of biological and chemical
weapons. In the aftermath of the Gulf War, a defeated Iraq was or-
dered to destroy its weapons of mass destruction. Although Iraq
has stated that it has complied with the mandate, UN weapons in-
spection teams in Iraq have found evidence to the contrary, and
Iraq has failed to provide proof that weapons yet unaccounted for
have been eliminated. Among the deadly toxins Iraq is believed to
still possess are VX nerve gas, the lethal anthrax bacteria, and afla-
toxin, a known carcinogen. Because of Hussein’s history of ruth-
lessly using such weapons on his enemies, concerns over his con-
tinued use of them are justified.

On one side of a hermetic glass wall in an underground chamber sit Iraqi
scientists. On the other side, an Iranian prisoner of war is strapped to

a bed by his arms and legs, immobilized. One of the scientists turns a valve,
and a hose attached to the ceiling showers the POW with anthrax. The sci-
entists watch the Iranian as he quickly develops a high fever and hacking
cough. A day later, they observe him vomiting and breathing with diffi-
culty. His muscles convulse. Within 36 hours, the prisoner dies. The find-
ings from the experiment—conducted sometime during the late 1980s near
a military base 50 miles south of Baghdad—are delivered to Saddam Hus-
sein, who studies them closely and orders more tests on prisoners.

Reprinted from “Toxic Shock,” by Franklin Foer, The New Republic, March 16, 1998. Copyright
©1998 by The New Republic, Inc. Reprinted by permission of The New Republic.
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The account of these barbaric experiments comes courtesy of exiled
Iraqi dissidents and anonymous Israeli intelligence officers, who leaked
the reports to British newspapers. However, U.N. inspectors have had lit-
tle success, and little help, corroborating these horrors. In 1994, for in-
stance, Iraqi soldiers prevented U.N. inspectors from examining trenches
thought to contain the corpses of Iranian POWs used in the experiments.
The trenches, Iraq claimed, lay on a sacred ancient burial ground. Most
recently, Iraq tried to exempt large tracts of land from U.N. inspection by
claiming they comprise “presidential palaces.”

Just what poisons might Saddam have in his
chemistry set? It’s impossible to know for sure, but a
review of Saddam’s chemical- and biological-
weapons arsenal before the Gulf War probably
provides the best clue.

Although Iraq has now agreed to open these sites as part of its deal to
stave off U.S. air strikes, it’s anyone’s guess what this means in practice.
And, no matter how many palaces U.N. inspectors can enter, their in-
spections are unlikely to make much of a difference. Over the years, Iraq’s
weapons program has demonstrated an implacability in the face of allied
bombing and U.N. inspections that leads one to suspect the worst. But
what is the worst? Just what poisons might Saddam have in his chemistry
set? It’s impossible to know for sure, but a review of Saddam’s chemical-
and biological-weapons arsenal before the Gulf War probably provides
the best clue.

History of Iraq’s chemical build-up
Saddam’s quest for chemical and biological weapons began in earnest af-
ter the end of the Iran-Iraq war in 1988. Even though Iraq suffered cata-
strophic losses and came nowhere near winning a clear-cut victory, the
war bolstered Saddam’s ambitions. Iraq, he vowed, would become the un-
questioned leader of the Arab world, as he filled the void left by the Egyp-
tian President Gamal Abdel Nasser’s death 18 years prior. In peace, the
Iraqi army not only remained at full strength; it also grew to more than
one million men. Iraq poured its resources into the development of chem-
ical and biological weapons. In the months between the cease-fire with
Iran and its invasion of Kuwait, Iraq expanded its cache to include 182
warheads filled with an assortment of biological weapons. During the
Kuwait invasion, Saddam’s forces shipped many of these warheads to air
force bases and loaded them onto planes as bombs. They readied others to
be launched by ballistic missiles. As best as we can tell, none was ever used.

As a condition of the Gulf War cease-fire, Iraq agreed to destroy this
arsenal. And it says it has. But, of the 182 warheads Iraq admitted pos-
sessing before the war, it has provided physical evidence of the destruc-
tion of only 23. Iraq claims that the rest were destroyed during the war.
But there is no evidence to verify this, because Iraqi officials refuse to
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hand over the paperwork supposedly supporting their contention. And
even more warheads could have been produced on the sly since 1991. Ac-
cording to the U.N. inspectors, Iraq has as many as 16 ballistic missiles,
which, in the right weather conditions, could fire warheads as far as Tel
Aviv [in Israel].

Arsenal of poisons
Just what toxins could these missiles carry? At least some of the surviving
warheads probably contain the nerve gas VX. Iraq admitted to producing
260 liters of it in its buildup for the Gulf War. VX is similar to sarin, the
agent used by the Aum cult in their 1995 Tokyo subway attack. When as
little as ten milligrams of the gas comes in contact with the skin, it is ab-
sorbed into the bloodstream. As it circulates, it destroys the enzyme acetyl-
cholinesterase, which is essential to transmitting messages between nerves
and muscles. This causes almost immediate tightness in the chest, vomit-
ing, involuntary urination and defecation, constant erections, and un-
stoppable salivation. Convulsions soon become violent, and respiratory
muscles cease contracting, causing death within half an hour, or in just
two minutes if inhaled. VX gas could be delivered by missiles with fright-
ening effectiveness. Upon impact, it would create an odorless, invisible
cloud that would not dissipate for at least four days. Gas masks are useless
against VX. Only individuals who are in sealed rooms or those who im-
mediately inject themselves with an antidote would survive an attack.

Gas masks are useless against VX. Only individuals
who are in sealed rooms or those who immediately
inject themselves with an antidote would survive an
attack.

Then, of course, there’s anthrax—a bacterium that causes a lethal dis-
ease normally found in cattle and sheep. In the years leading up to the
Gulf War, Saddam cooked up a massive 2,265 gallons of the stuff. Anthrax
missiles are hardly benign. If the land where the missile hits were to ab-
sorb even some of the anthrax inside, it would be rendered uninhabit-
able. But, since most of the anthrax spores would be consumed in the ex-
plosion and most of what’s left would have aggregated into nonlethal
clumps while stored in the missile’s metal casing, anthrax is less suitable
than VX gas for missile delivery. Rather, the real danger posed by anthrax
is its potential effectiveness in a terrorist attack. For instance, a canister of
anthrax could be placed on subway tracks where it could burst open as a
train rolled over it. As the train sped past, it would whip the anthrax into
a cloud of deadly particles that would then spread throughout the subway
system. Because anthrax is odorless and invisible, there would be no im-
mediate sign of the attack. But, within hours, people who ingested the
bacteria would begin experiencing flulike symptoms. By the time they
sought treatment, the anthrax would have inflicted irreversible, fatal
damage. Since bodies wouldn’t pile up in the subway station, it would
take investigators days to trace the cause of the deaths. Ultimately, cont-
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amination could shut down the targeted subway system for decades.
Apart from developing notorious toxins like anthrax and VX gas, Iraq

has also veered into more experimental territory. For instance, Iraq is the
only nation to realize the military application of aflatoxin, a carcinogenic
mold that grows on dates and corn. In the lab, aflatoxin destroys the im-
mune systems of rats. In humans, exposure to aflatoxin correlates with
liver cancer. Apart from that, little is known. But in 1988 Iraq mixed afla-
toxin with riot gases and loaded the mixture onto shells, which it
launched against rebellious Kurdish villages. The solution purportedly
caused asphyxiation and killed a large percentage of the target popula-
tion. But, because it was delivered in large quantities over short distances,
it was impossible to discern how much damage aflatoxin would do in a
ballistic-missile attack.

And Iraq may possess other weapons. Prior to the Gulf War, Saddam’s
most plentiful poison was botulinum toxin, which is lethal when in-
gested. To be sure, scientists have doubts about how it could be effectively
delivered: it would not survive inside a missile, is filtered out by the lungs
when inhaled, and would probably be wiped out by decontamination
processes if released into the water supply. Nonetheless, Saddam must
have seen fit to produce 3,117 gallons of the stuff for some reason. There
are also Israeli intelligence reports that Iraq experimented with smallpox
and considered making sarin. Finally, before the Gulf War, Iraq’s research
was about to yield unprecedented advances in delivery systems. Accord-
ing to one ex-U.N. inspector, Iraqi scientists had nearly developed a re-
mote-control plane that they could use to sprinkle anthrax over cities—a
sort of crop duster of doom. Our knowledge of such efforts may not tell
us exactly what Saddam is doing now, but it certainly provides ample
cause for concern. After all, if Saddam gases his own citizens and orders
[Nazi atrocity perpetrator Josef] Mengele-style human experiments, why
would he scruple about doing even worse?
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1155
The U.S. Supplied Iraq with

Biological and Chemical
Weapons’ Materials

William Blum

William Blum has been a freelance journalist in the United States, Eu-
rope, and South America. He has written extensively on U.S. involve-
ment in foreign affairs and is the author of Killing Hope: U.S. Military
and CIA Interventions Since World War II.

The U.S. government’s disdainful reaction to Iraq’s weapons of
mass destruction programs rings hollow. American corporations
have been supplying Iraq with components to build chemical and
biological weapons for decades. And when Iraq used such
weapons against Iran during the 1980s, the U.S. government was
suspiciously silent because at that time Iran was considered a
threat to U.S. interests in the Middle East. The United States only
became vocal about Iraq’s arsenal following Iraq’s invasion of
Kuwait in 1990 and the ensuing Gulf War. In light of American
exports of chemicals and technology to Iraq, however, the U.S.
government’s outrage may backfire since some Gulf War veterans
are claiming they were exposed to chemical weapons—weapons
created with American aid—during the war.

The United States almost went to war against Iraq in February [1998]
because of Saddam Hussein’s weapons program. In his State of the

Union address, President Clinton castigated Hussein for “developing nu-
clear, chemical, and biological weapons and the missiles to deliver them.”

“You cannot defy the will of the world,” the President proclaimed.
“You have used weapons of mass destruction before. We are determined
to deny you the capacity to use them again.”

Most Americans listening to the President did not know that the
United States supplied Iraq with much of the raw material for creating a
chemical and biological warfare program. Nor did the media report that
U.S. companies sold Iraq more than $1 billion worth of the components

Reprinted from “Anthrax for Export,” by William Blum, The Progressive, April 1998, vol. 62, no. 4.
Reprinted with permission.
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needed to build nuclear weapons and diverse types of missiles, including
the infamous Scud.

Selective involvement
When Iraq engaged in chemical and biological warfare in the 1980s,
barely a peep of moral outrage could be heard from Washington, as it
kept supplying Saddam with the materials he needed to build weapons.
From 1980 to 1988, Iraq and Iran waged a terrible war against each other,
a war that might not have begun if President Jimmy Carter had not given
the Iraqis a green light to attack Iran, in response to repeated provoca-
tions. Throughout much of the war, the United States provided military
aid and intelligence information to both sides, hoping that each would
inflict severe damage on the other.

[Political and social theorist] Noam Chomsky suggests that this strat-
egy is a way for America to keep control of its oil supply: “It’s been a lead-
ing, driving doctrine of U.S. foreign policy since the 1940s that the vast
and unparalleled energy resources of the Gulf region will be effectively
dominated by the United States and its clients, and, crucially, that no in-
dependent indigenous force will be permitted to have a substantial influ-
ence on the administration of oil production and price.”

When Iraq engaged in chemical and biological
warfare in the 1980s, barely a peep of moral outrage
could be heard from Washington, as it kept
supplying Saddam with the materials he needed to
build weapons.

During the Iran-Iraq war, Iraq received the lion’s share of American
support because at the time Iran was regarded as the greater threat to U.S.
interests. According to a 1994 Senate report, private American suppliers,
licensed by the U.S. Department of Commerce, exported a witch’s brew
of biological and chemical materials to Iraq from 1985 through 1989.
Among the biological materials, which often produce slow, agonizing
death, were:

• Bacillus Anthracis, cause of anthrax.
• Clostridium Botulinum, a source of botulinum toxin.
• Histoplasma Capsulatam, cause of a disease attacking lungs, brain,

spinal cord, and heart.
• Brucella Melitensis, a bacteria that can damage major organs.
• Clostridium Perfringens, a highly toxic bacteria causing systemic

illness.
• Clostridium tetani, a highly toxigenic substance.
Also on the list: Escherichia coli (E. coli), genetic materials, human

and bacterial DNA, and dozens of other pathogenic biological agents.
“These biological materials were not attenuated or weakened and were ca-
pable of reproduction,” the Senate report stated. “It was later learned that
these microorganisms exported by the United States were identical to
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those the United Nations inspectors found and removed from the Iraqi
biological warfare program.”

The report noted further that U.S. exports to Iraq included the pre-
cursors to chemical-warfare agents, plans for chemical and biological war-
fare production facilities, and chemical-warhead filling equipment. The
exports continued to at least November 28, 1989, despite evidence that
Iraq was engaging in chemical and biological warfare against Iranians and
Kurds since as early as 1984.

Iraq’s American suppliers
The American company that provided the most biological materials to
Iraq in the 1980s was American Type Culture Collection of Maryland and
Virginia, which made seventy shipments of the anthrax-causing germ
and other pathogenic agents, according to a 1996 Newsday story.

Other American companies also provided Iraq with the chemical or
biological compounds, or the facilities and equipment used to create the
compounds for chemical and biological warfare. Among these suppliers
were the following:

• Alcolac International, a Baltimore chemical manufacturer already
linked to the illegal shipment of chemicals to Iran, shipped large
quantities of thiodiglycol (used to make mustard gas) as well as
other chemical and biological ingredients, according to a 1989
story in The New York Times.

• Nu Kraft Mercantile Corp. of Brooklyn (affiliated with the United
Steel and Strip Corporation) also supplied Iraq with huge amounts
of thiodiglycol, the Times reported.

• Celery Corp., Charlotte, NC
• Matrix-Churchill Corp., Cleveland, OH (regarded as a front for the

Iraqi government, according to Representative Henry Gonzalez,
Democrat of Texas, who quoted U.S. intelligence documents to
this effect in a 1992 speech on the House floor).

The following companies were also named as chemical and biological
materials suppliers in the 1992 Senate hearings on “United States export
policy toward Iraq prior to Iraq’s invasion of Kuwait”:

• Mouse Master, Lilburn, GA
• Sullaire Corp., Charlotte, NC
• Pure Aire, Charlotte, NC
• Posi Seal, Inc., N. Stonington, CT
• Union Carbide, Danbury, CT
• Evapco, Taneytown, MD
• Gorman-Rupp, Mansfield, OH
Additionally, several other companies were sued in connection with

their activities providing Iraq with chemical or biological supplies: sub-
sidiaries or branches of Fisher Controls International, Inc., St. Louis;
Rhone-Poulenc, Inc., Princeton, NJ; Bechtel Group, Inc., San Francisco;
and Lummus Crest, Inc., Bloomfield, NJ, which built one chemical plant
in Iraq and, before the Iraqi invasion of Kuwait in August 1990, was build-
ing an ethylene facility. Ethylene is a necessary ingredient for thiodiglycol.

In 1994, a group of twenty-six veterans, suffering from what has
come to be known as Gulf War Syndrome, filed a billion-dollar lawsuit in
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Houston against Fisher, Rhone-Poulenc, Bechtel Group, and Lummus
Crest, as well as American Type Culture Collection (ATCC) and six other
firms, for helping Iraq to obtain or produce the compounds which the
veterans blamed for their illnesses. By 1998, the number of plaintiffs has
risen to more than 4,000 and the suit is still pending in Texas.

[According to a Senate report] U.S. exports to Iraq
included the precursors to chemical-warfare agents,
plans for chemical and biological warfare production
facilities, and chemical-warhead filling equipment.

A Pentagon study in 1994 dismissed links between chemical and bio-
logical weapons and Gulf War Syndrome. Newsday later disclosed, how-
ever, that the man who headed the study, Nobel laureate Joshua Leder-
berg, was a director of ATCC. Moreover, at the time of ATCC’s shipments
to Iraq, which the Commerce Department approved, the firm’s CEO was
a member of the Commerce Department’s Technical Advisory Commit-
tee, the paper found.

A larger number of American firms supplied Iraq with the specialized
computers, lasers, testing and analyzing equipment, and other instru-
ments and hardware vital to the manufacture of nuclear weapons, mis-
siles, and delivery systems. Computers, in particular, play a key role in
nuclear weapons development. Advanced computers make it feasible to
avoid carrying out nuclear test explosions, thus preserving the program’s
secrecy. The 1992 Senate hearings implicated the following firms:

• Kennametal, Latrobe, PA
• Hewlett Packard, Palo Alto, CA
• International Computer Systems, CA, SC, and TX
• Perkins-Elmer, Norwalk, CT
• BDM Corp., McLean, VA
• Leybold Vacuum Systems, Export, PA
• Spectra Physics, Mountain View, CA
• Unisys Corp., Blue Bell, PA
• Finnigan MAT, San Jose, Ca
• Scientific Atlanta, Atlanta, GA
• Spectral Data Corp., Champaign, IL
• Tektronix, Wilsonville, OR
• Veeco Instruments, Inc., Plainview, NY
• Wiltron Company, Morgan Hill, CA
The House report also singled out: TI Coating, Inc., Axel Electronics,

Data General Corp., Gerber Systems, Honeywell, Inc., Digital Equipment
Corp., Sackman Associates, Rockwell Collins International, Wild Mag-
navox Satellite Survey, Zeta Laboratories, Carl Schenck, EZ Logic Data,
International Imaging Systems, Semetex Corp., and Thermo Jarrell Ash
Corporation.

Some of the companies said later that they had no idea Iraq might
ever put their products to military use. A spokesperson for Hewlett
Packard said the company believed that the Iraqi recipient of its ship-
ments, Saad 16, was an institution of higher learning. In fact, in 1990 The
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Wall Street Journal described Saad 16 as “a heavily fortified, state-of-the-art
complex for aircraft construction, missile design, and, almost certainly,
nuclear-weapons research.”

Other corporations recognized the military potential of their goods
but considered it the government’s job to worry about it. “Every once in
a while you kind of wonder when you sell something to a certain coun-
try,” said Robert Finney, president of Electronic Associates, Inc., which
supplied Saad 16 with a powerful computer that could be used for missile
testing and development. “But it’s not up to us to make foreign policy,”
Finney told The Wall Street Journal.

U.S. government approves exports
In 1982, the Reagan Administration took Iraq off its list of countries al-
leged to sponsor terrorism, making it eligible to receive high-tech items
generally denied to those on the list. Conventional military sales began
in December of that year. Representative Samuel Gejdenson, Democrat of
Connecticut, chairman of a House subcommittee investigating “United
States Exports of Sensitive Technology to Iraq,” stated in 1991:

“From 1985 to 1990, the United States Government approved 771 li-
censes for the export to Iraq of $1.5 billion worth of biological agents and
high-tech equipment with military application. [Only thirty-nine appli-
cations were rejected.] The United States spent virtually an entire decade
making sure that Saddam Hussein had almost whatever he wanted. . . .
The Administration has never acknowledged that it took this course of ac-
tion, nor has it explained why it did so. In reviewing documents and
press accounts, and interviewing knowledgeable sources, it becomes clear
that United States export-control policy was directed by U.S. foreign pol-
icy as formulated by the State Department, and it was U.S. foreign policy
to assist the regime of Saddam Hussein.”

From 1985 to 1990, the United States Government
approved 771 licenses for the export to Iraq of $1.5
billion worth of biological agents and high-tech
equipment with military application. . . . The United
States spent virtually an entire decade making sure
that Saddam Hussein had almost whatever he wanted.

Subsequently, Representative John Dingell, Democrat of Michigan,
investigated the Department of Energy [DOE] concerning an unheeded
1989 warning about Iraq’s nuclear weapons program. In 1992, he accused
the DOE of punishing employees who raised the alarm and rewarding
those who didn’t take it seriously. One DOE scientist, interviewed by Din-
gell’s Energy and Commerce Committee, was especially conscientious
about the mission of the nuclear non-proliferation program. For his ef-
forts, he received very little cooperation, inadequate staff, and was finally
forced to quit in frustration. “It was impossible to do a good job,” said
William Emel. His immediate manager, who tried to get the proliferation

The U.S. Supplied Iraq with Weapons’ Materials 103

Bio/Chem Weapons ENTIRE BOOK  2/11/04  12:02 PM  Page 103



program fully staffed, was chastened by management and removed from
his position. Emel was hounded by the DOE at his new job as well.

Another Senate committee, investigating “United States export policy
toward Iraq prior to Iraq’s invasion of Kuwait,” heard testimony in 1992
that Commerce Department personnel “changed information on sixty-
eight licenses; that references to military end uses were deleted and the
designation ‘military truck’ was changed. This was done on licenses hav-
ing a total value of over $1 billion.” Testimony made clear that the White
House was “involved” in “a deliberate effort . . . to alter these documents
and mislead the Congress.”

American foreign-policy makers maintained a cooperative relation-
ship with U.S. corporate interests in the region. In 1985, Marshall Wiley,
former U.S. ambassador to Oman, set up the Washington-based U.S.-Iraq
Business Forum, which lobbied in Washington on behalf of Iraq to pro-
mote U.S. trade with that country. Speaking of the Forum’s creation, Wi-
ley later explained, “I went to the State Department and told them what
I was planning to do, and they said, ‘Fine. It sounds like a good idea.’ It
was our policy to increase exports to Iraq.”

Though the government readily approved most sales to Iraq, officials
at Defense and Commerce clashed over some of them (with the State De-
partment and the White House backing Commerce).

“If an item was in dispute, my attitude was if they were readily avail-
able from other markets, I didn’t see why we should deprive American
markets,” explained Richard Murphy in 1990. Murphy was Assistant Sec-
retary of State for Near Eastern and South Asian Affairs from 1983 to 1989.

One unexpected outcome
As it turned out, Iraq did not use any chemical or biological weapons
against U.S. forces in the Gulf War. But American planes bombed chemi-
cal and biological weapons storage facilities with abandon, potentially
dooming tens of thousands of American soldiers to lives of prolonged and
permanent agony, and an unknown number of Iraqis to a similar fate.
Among the symptoms reported by the affected soldiers are memory loss,
scarred lungs, chronic fatigue, severe headache, raspy voice, and passing
out. The Pentagon estimates that nearly 100,000 American soldiers were
exposed to sarin gas alone.

After the war, White House and Defense Department officials tried
their best to deny that Gulf War Syndrome had anything to do with the
bombings. The suffering of soldiers was not their overriding concern. The
top concerns of the Bush and Clinton Administrations were to protect
perceived U.S. interests in the Middle East, and to ensure that American
corporations still had healthy balance sheets.
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Organizations to Contact

The editors have compiled the following list of organizations concerned with
the issues debated in this book. The descriptions are derived from materials
provided by the organizations. All have publications or information available
for interested readers. The list was compiled on the date of publication of the
present volume; names, addresses, phone and fax numbers, and e-mail ad-
dresses may change. Be aware that many organizations take several weeks or
longer to respond to inquiries, so allow as much time as possible.

The American Civil Defense Association (TACDA)
PO Box 1057, Starke, FL 32091
(800) 425-5397 • (904) 964-5397 • fax: (904) 964-9641
e-mail: defense@tacda.org • website: www.tacda.org

TACDA was established in the early 1960s in an effort to help promote civil
defense awareness and disaster preparedness, both in the military and private
sector, and to assist citizens in their efforts to prepare for all types of natural
and man-made disasters. Publications include the quarterly Journal of Civil De-
fense and the TACDA Alert newsletter.

Arms Control Association (ACA)
1726 M St. NW, Suite 201, Washington, DC 20036
(202) 463-8270 • fax: (202) 463-8273
e-mail: aca@armscontrol.org • website: www.armscontrol.org

The Arms Control Association is a nonprofit organization dedicated to pro-
moting public understanding of and support for effective arms control poli-
cies. ACA seeks to increase public appreciation of the need to limit arms, re-
duce international tensions, and promote world peace. It publishes the
monthly magazine Arms Control Today.

Center for Defense Information (CDI)
1779 Massachusetts Ave. NW, Suite 615, Washington, DC 20036
(202) 332-0600 • fax: (202) 462-4559
e-mail: info@cdi.org • website: www.cdi.org

CDI is comprised of civilians and former military officers who oppose both
excessive expenditures for weapons and policies that increase the danger of
war. The center serves as an independent monitor of the military, analyzing
spending, policies, weapon systems, and related military issues. It publishes
the Defense Monitor ten times per year.

Center for Nonproliferation Studies
Monterey Institute of International Studies
425 Van Buren St., Monterey, CA 93940
(831) 647-4154 • fax: (831) 647-3519
website: http://cns.miis.edu

The center researches all aspects of nonproliferation and works to combat the
spread of weapons of mass destruction. The center produces research data-
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bases and has multiple reports, papers, speeches, and congressional testimony
available online. Its main publication is The Nonproliferation Review, which is
published three times per year.

Chemical and Biological Arms Control Institute
2111 Eisenhower Ave., Suite 302, Alexandria, VA 22314
(703) 739-1538 • fax: (703) 739-1525
e-mail: cbaci@cbaci.org • website: www.cbaci.org

The institute is a nonprofit corporation that supports arms control and non-
proliferation, particularly of chemical and biological weapons. In addition to
conducting research, the institute plans meetings and seminars and assists in
the implementation of weapons-control treaties. Its publications include The
Dispatch, published bimonthly, and numerous fact sheets, monographs, and
reports.

Henry L. Stimson Center
11 Dupont Circle NW, 9th Floor, Washington, DC 20036
(202) 223-5956 • fax: (202) 238-9604
website: www.stimson.org

The Stimson Center is an independent, nonprofit public policy institute com-
mitted to finding and promoting innovative solutions to the security chal-
lenges confronting the United States and other nations. The center directs the
Chemical and Biological Weapons Nonproliferation Project, which serves as
a clearinghouse of information related to the monitoring and implementa-
tion of the 1993 Chemical Weapons Convention. The center produces occa-
sional papers, reports, handbooks, and books on chemical and biological
weapon policy, nuclear policy, and eliminating weapons of mass destruction.

Peace Action
1819 H St. NW, Suite 420, Washington, DC 20006
(202) 862-9740 • fax: (202) 862-9762
e-mail: paprog@igc.org • website: www.peace-action.org

Peace Action is a grassroots peace and justice organization that works for pol-
icy changes in Congress and the United Nations, as well as state and city legis-
latures. The national office houses an Organizing Department that promotes
education and activism on topics related to peace and disarmament issues. The
organization produces a quarterly newsletter and also publishes an annual vot-
ing record for members of Congress.

United States Arms Control and Disarmament Agency (ACDA)
320 21st St. NW, Washington, DC 20451
(800) 581-ACDA • fax: (202) 647-6928
website: www.acda.gov

The mission of the agency is to strengthen the national security of the United
States by formulating, advocating, negotiating, implementing, and verifying
effective arms control, nonproliferation, and disarmament policies, strategies,
and agreements. In so doing, ACDA ensures that arms control is fully inte-
grated into the development and conduct of U.S. national security policy. The
agency publishes fact sheets on the disarmament of weapons of mass de-
struction as well as online records of speeches, treaties, and reports related to
arms control.
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